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Reference Architecture Guide

This paper demonstrates best practice operations for a reference configuration of Red Hat
OpenShift Container Platform (OCP) environment deployed on a Hitachi Unified Compute
Platform. It leverages the latest capabilities of data storage integrations and services to
create, protect, and manage on-premises Kubernetes clusters and workloads including
application services that require persistent storage. These are relevant to deployment
configurations with Hitachi Unified Compute Platform (UCP) in a hybrid converged/
hyperconverged configuration or Hitachi Virtual Storage Platform (VSP) with OpenShift
whether the configuration is bare metal, hypervisor-based, or hybrid OpenShift. This paper
covers private registry for air-gap environments, data protection of k8s, and persistent
storage to cloud resources. It also covers persistent storage options that are available to you
in hybrid bare metal and hypervisor-based deployments using well-known and supported
storage integrations between Hitachi Vantara, Red Hat OpenShift, and VMware.
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A key element in the successful deployment of a container platform is having a robust and
flexible infrastructure that can meet a wide variety of requirements in a highly dynamic
environment. Hitachi infrastructure with Red Hat OpenShift provides highly available and
high-performance infrastructure for container applications. Some specific challenges of
providing an infrastructure for a container platform are:

= Data persistence

Data is at the core of any application. Many applications require data persistence, such as
MariaDB, PostgreSQL, MongoDB, and MySQL, among others. Continuous integration and
continuous delivery (CI/CD) pipelines require data persistency at every level.

Using well-known and proven CSI (Container Storage Interface) storage integrations, you
can provide persistent storage for stateful container applications. The Hitachi UCP
solution includes a Hitachi Storage CSI driver supported with Hitachi Storage Plug-in for
Containers (HSPC) and a VMware Container Native Storage (CNS) implementation
supported with Hitachi Storage Provider for VMware vCenter (VASA) software. For
example, using vSphere storage policies in combination with VASA, you can provide
dynamic ReadWriteOnce (RWO) VMFS and vVols-based VMDK persistent volumes to
container applications running within OpenShift on top of VMware clusters.

This combination of integrations can meet majority of persistent storage configurations
and data services that are needed. Hitachi UCP with Red Hat OpenShift provides the
infrastructure and integrations needed for your organization to successfully provide
container services to your application teams.

= Backup, data protection, and replication

Backup is a critical aspect of any data center infrastructure. Red Hat OpenShift
Application Data Protection (OADP) includes a built-in Velero operator to enable your
organization to protect any container-related entity, including Kubernetes persistent
volumes.

The integration of Hitachi Storage Plug-in for Containers (HSPC) with OpenShift brings
other benefits such as snapshot and cloning and restore operations for persistent
volumes, enabling rapid copy creation for immediate use in decision support, software
development, and data protection operations.

Hitachi Content Platform for cloud scale (HCP for cloud scale) provides standard AWS-
compliant S3 storage that can be used with Red Hat OADP/Velero implementations as
target repository storage.

Hitachi Replication Plug-in for Containers (HRPC) supports any Kubernetes cluster
configured with Hitachi Storage Plug-in for Containers and provides data protection,
disaster recovery, and migration of persistent volumes to remote Kubernetes clusters.
HRPC supports replication for both bare metal and virtual environments.

= Computing platform

With a wide range of applications that are stateful or stateless, a wide range of flexible
computing platforms are necessary to match both memory and CPU requirements.

The type of computing technology is also a consideration for licensing costs. Hitachi
Vantara provides different computing options from the 1U/2U dual socket Hitachi
Advanced Server DS120/220 G1/G2 to the 2U quad socket Hitachi Advanced Server
DS240 G1.
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Network connectivity

As with any infrastructure, a reliable network is needed to provide enough bandwidth and
security for container architectures. Hitachi Unified Compute Platform uses a spine and
leaf design using Cisco Nexus or Arista switches.

Infrastructure management

Having a robust and flexible infrastructure without efficient lifecycle management
decreases efficiency exponentially as the infrastructure scales.

Orchestration and automation are the key to operational efficiencies. Hitachi Unified
Compute Platform (UCP) Advisor provides a single pane of glass management and
lifecycle manager for converged infrastructure, with automation for compute, network, and
storage infrastructure. Hitachi Ops Center is also available with Hitachi Virtual Storage
Platform (VSP) for storage management.

From monitoring perspective, Hitachi Storage Plug-in for Prometheus (HSPP) enables
Kubernetes administrators to monitor metrics for Kubernetes resources and the Hitachi
Storage resources with a single tool.

This reference architecture also provides the reference design for a build-your-own Red Hat
OpenShift Container Platform environment using Hitachi Virtual Storage Platform. Although a
specific converged system is used as an example, this reference design still applies to
building your own container platform.

The intended audience of this document is IT administrators, system architects, consultants,
and sales engineers to assist in planning, designing, and implementing Unified Compute
Platform Cl with OpenShift Container Platform solutions.
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Solution overview

Solution overview

Red Hat OpenShift is a successful container orchestration platform and is one of the
container orchestration solutions available with Unified Compute Platform. The following
figure shows a high-level diagram of OpenShift managing containers and persistent volumes
on the Unified Compute Platform stack with Hitachi Virtual Storage Platform series systems.
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Hitachi Unified Compute Platform (UCP) Stack

You can deploy OpenShift on bare metal hosts and/or virtual hosts or both. In some cases,
the master nodes are virtualized while the worker nodes can be hybrid bare metal and virtual
nodes. Depending on the deployment purposes, different deployments can be used. For this
reference architecture, the OpenShift clusters use a hybrid deployment, combining bare
metal and virtual worker nodes to show the benefits of both types of deployments.
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Solution components

These are the storage options and capabilities for bare metal worker nodes:

* Any storage system from the Hitachi Virtual Storage Platform family can be used. Virtual
Storage Platform provides a REST API for Hitachi Storage Plug-in for Containers to
provision persistent volumes. Deploy Storage Plug-in for Containers within the OpenShift
Container Platform cluster in the respective cluster. Containers can access the persistent
volumes through a local mount point inside the worker node. The persistent volumes are
provided by Virtual Storage Platform-hosted LUNs through a block protocol to the worker
nodes.

* Hitachi Storage Plug-in for Containers dynamically provisions persistent volumes for
stateful containers from Hitachi storage.

These are the storage options and capabilities for virtual worker nodes:

* Any storage system from the Hitachi Virtual Storage Platform family can be used, as well
as Hitachi Unified Compute Platform. Hitachi Storage Provider for VMware vCenter
provides Virtual Storage Platform capabilities awareness to VMware vCenter, where it can
be used with VMware Storage Policy-Based Management.

* VMware Cloud Native Storage (CNS) provides persistent storage provisioning capabilities
using the VMware storage stack. Containers can access the persistent volumes through a
local mount point inside the worker node virtual machines. The persistent volumes are
provided by VMDKs provisioned from VMFS or vVols datastores from Virtual Storage
Platform. You can also provide persistent volumes through Unified Compute Platform HC
based on VMware Virtual SAN Ready Nodes (VSAN Ready Nodes).

The following persistent volume options are available for this configuration:
* Use VMware vVols to provision persistent volumes directly from Hitachi storage.
* Create persistent volumes from regular VMFS datastores.

= Create persistent volumes from VMware vSAN datastores hosted by Hitachi Unified
Compute Platform HC nodes.

The solution validation of this reference architecture consists of different use cases for data
protection of stateful applications, replication data services for container volumes across data
centers, and monitoring and private registry, all running within OpenShift clusters on top of
Hitachi UCP.

Follow the steps in Solution design and Solution Implementation and Validation to learn about
the storage capabilities, data protection, and monitoring features when using Hitachi UCP
with Red Hat OpenShift Container Platform.

Solution components

The following tables list the versions of hardware and software tested in this reference
architecture.

Hardware components

The tested solution used specific features based on the following hardware. You can use
either Hitachi Advanced Server DS120/DS220/DS225/DS240 Gen1 or Gen2 or any qualified
server platform for UCP.

Reference Architecture Guide
Hitachi Storage Integrations with UCP and Red Hat OpenShift 7




Hardware components

See the UCP Cl Interoperability Matrix and UCP Product Compatibility Guide for more

information.
Table 1 Hardware Components
Hardware Description Version Quantity

Hitachi Advanced 2 % Intel Xeon 6240 18-core 2.60 BMC: 4.68.06 4
Server DS120 (for GHz processors BIOS: 3B19.H00
VMware compute |, 46« 16 GB DIMMs, 256 GB
cluster)

memory

32 GB SATADOM (boot)

Emulex LPe3200 32 Gbps dual port

PCle HBA

2 x Mellanox CX4 dual port 10/25G

NICs

vSAN Cache Tier: 2 x Intel Optane

SSD DC P4800X (375 GB, U.2)

NVMe

vSAN Capacity Tier: 10 x Intel SSD

DC P4510 (4 TB, U.2) NVMe
Hitachi Advanced 2 x Intel Xeon 4210 10-core 2.20 BMC: 4.68.06 2
Server DS120 GHz processors BIOS: 3B19.H00
(bare metal 16 x 16 GB DIMM, 256 GB memory
compute nodes)

1 x NVMe for boot

Emulex LPe3200 32 Gbps dual port

PCle HBA

2 x Mellanox CX4 dual port 10/25G

NICs
Hitachi Virtual 2 TB cache 90-08-22-00/01 1
Storage Platform .
5600 16 x 3.8 TB NVMe drives
(used for 4 x 32 Gbps Fibre Channel ports
replication on the
primary site)
Hitachi Virtual 2 TB cache 90-08-22-00/01 1
Storage Platform .
5500 8 x 1.9 TB NVMe drives
(used for 4 x 32 Gbps Fibre Channel ports
replication use
case on the
secondary site)
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Hardware components

Hardware Description Version Quantity

Hitachi Virtual - 86 GB cache 83-05-44-40/00 | 1
Storage Platform |, ¢, 1 5 1B SAS 10K drives

G600

* 4 x 8 Gbps Fibre Channel ports
Cisco Nexus = 32-port 40/100 GbE NXOS 9.3.5 2
9332C switch = 2-port 1/10 GbE
(spine)
Cisco Nexus = 48-port 10/25 GbE NXOS 9.3.5 2
93180YC-FX

switch (leaf) = 6-port 40/100 GbE

Cisco Nexus = 48-port 1 GbE NXOS 9.3.5 1
92348 = 4-port 1/10/25 GbE
= 2-port 40/100 GbE

Brocade G620 = 48-port 16/32 Gbps Fibre Channel 9.0.0b 2
switch
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Software components

Software components

The following table lists the key software components.
Table 2 Software Components

Software Version

Hitachi Storage Virtualization Operating System RF 90-05-02-00/01
83-05-33-40/00

Hitachi UCP Advisor 3.10

Hitachi Storage Provider for VMware vCenter (VASA) 3.6.2

Red Hat OpenShift Container Platform (OCP) 4.9

OpenShift API for Data Protection (OADP) operator 1.0.2

Red Hat Quay 3.6.4

Hitachi Storage Plug-in for Containers 3.9

Hitachi Replication Plug-in for Containers 1.1

Hitachi Storage Plug-in for Prometheus 1.1

Hitachi HCP for Cloud Scale 2412

VMware vSphere 7.0 Update 2 or newer

Solution design

This section outlines the detailed solution example for the Hitachi Unified Compute Platform
and Red Hat OpenShift.
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UCP infrastructure components

UCP infrastructure components

The following figure shows a high availability configuration of Hitachi Unified Compute
Platform used to validate the Red Hat OpenShift solution. It includes the following
components:

Two Cisco 9332C or Arista 7050CX3 spine Ethernet switches.
Two Cisco 93180YC-FX or Arista 7050SX3 leaf Ethernet switches.
One Cisco 92348 or Arista 7010T management switch.

Four Hitachi DS120 servers for vSAN cluster.

* For vSAN compute nodes, leverage supported internal drives. These compute nodes
are vSAN Ready Node Certified as UCP HC V120-series/V120F/V121F/V123F/V124N,
UCP HC V220-series/V220F, UCP HC V225G, or UCP HC DS240, respectively. See
Hitachi Unified Compute Platform HC Series.

* For vVols or VMFS compute nodes, leverage the HBA PCle card, which is optionally
configured together with the UCP HC vSAN ready nodes, or when configuring UCP
Fibre Channel-only nodes in UCP RS.

Two or more Hitachi DS120, DS220, DS225, or DS240 G1/G2 configured as bare metal
worker nodes for separate OCP clusters.

Two Hitachi VSP storage systems.
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Architecture Guide.

VMware vVols and storage policy-based management (SPBM)

The following diagram represents a standard architecture for Hitachi Unified Compute
Platform (UCP) CI/ UCP HC/UCP RS.
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The configuration with Hitachi Virtual Storage Platform is described in Unified Compute
Platform CI/HC/RS in HitachiUnified Compute Platform CI for VMware vSphere Reference

VMware vVols and storage policy-based management (SPBM)

Storage Provider for VMware vCenter (VASA) enables organizations to deploy Hitachi
Storage infrastructure with VMware vSphere Virtual Volumes (vVols) to bring customers on a
reliable enterprise journey to a software-defined, policy-controlled datacenter.

Reference Architecture Guide
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Hitachi UCP Advisor

Hitachi storage policy-based management allows automated provisioning of virtual machines
(VMs) and quicker adjustment to business changes. Virtual infrastructure (VI) administrators
can make changes to policies to reflect changes in their business environment, dynamically
matching storage-policy requirements for VMs to available storage pools and services. The
vVols solution reduces the operational burden between VI administrators and storage
administrators with an efficient collaboration framework leading to faster and better VM and
application services provisioning.

To use VMware vVols with Hitachi storage, install VASA. See VMware vSphere Virtual
Volumes (vVols) with Hitachi Virtual Storage Platform Quick Start and Reference Guide for
details.

See Storage Provider for VMware vCenter (VASA) to deploy this environment.

Hitachi UCP Advisor
Hitachi UCP Advisor is used for SAN storage provisioning and SAN storage management,
when vVols are not used.

Deploy Hitachi UCP Advisor into the management cluster within your UCP infrastructure. See
Simplify Operations With Hitachi Unified Compute Platform Advisor for more information.

Hitachi Storage Plug-in for Containers (HSPC)

Hitachi Storage Plug-in for Containers (HSPC) is a software component that contains
libraries, settings, and commands that you can use to create a container to run stateful
applications. It enables stateful applications to persist and maintain data after the lifecycle of
the container has ended. Storage Plug-in for Containers provides persistent volumes from
Hitachi Dynamic Provisioning (HDP) or Hitachi Thin Image (HTI) pools to bare metal or hybrid
deployments using Fibre Channel or iSCSI protocols. iSCSI protocol is supported for both
bare metal and virtual environments.

Storage Plug-in for Containers integrates Kubernetes or OpenShift with Hitachi storage
systems using Container Storage Interface (CSl).

The following diagram illustrates a container environment where Storage Plug-in for
Containers is deployed.

Kubernetes / OpenShift Cluster

Control Plane Node MNode Node

i i i
| csi-controller II |csi -nodelj |csi—ncdeﬂ |csi-node U

LY

REST API FC /iSCsl

A 4
Storage System
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Understanding Red Hat OpenShift container platform and data protection

Understanding Red Hat OpenShift container platform and data
protection

Red Hat OpenShift Container Platform (OCP) provides a single platform to build, deploy, and
manage applications consistently across on-premises and hybrid cloud deployments. OCP
provides the control plane and data plane within the same interface. OCP provides
administrator views to deploy operators, monitor container resources, manage container
health, manage users, work with operators, manage pods and deployment configurations, as
well as define storage resources.

OCP also provides a developer view to allow users to deploy application resources from
various pre-defined resources such as YAML files, Docker files, Catalogs, or GIT within user-
defined namespaces. With OCP kubect1, a native binary of Kubernetes is complemented
by the oc command which provides further support for OCP resources, such as deployment
and build configurations, routes, image streams, and tags. OCP provides a GUI and a CLI
interface.

Red Hat OCP components

Within an OCP cluster there are multiple node types and roles that provide functionality to the
container management platform. This section provides an overview of each node type and
specific node roles within the cluster. Not all components are covered, and you are
encouraged to see the Red Hat documentation for more information.

Master Nodes

Master nodes maintain the OCP cluster configuration as well as manage nodes within the
cluster and schedule pods to run on worker nodes. Master nodes consist of an API server,
controller manager server, certificate, and scheduler. If there is a master node outage,
container applications will not be impacted and end users can continue using resources, but
administrators of the cluster will not be able to make any changes to the cluster.

Worker Nodes

Worker nodes provide a runtime environment for containers and pods and are managed by
the master nodes within the cluster. Worker nodes can either be virtual or physical based on
the deployment type.

API Server

The API server, or kube-apiserver, provides the front end for the Kubernetes control plane by
managing the interactions of cluster components via RESTful API calls. Administrators can
run several instances of kube-apiserver to balance traffic among the cluster.

Scheduler

The scheduler, or kube-scheduler, ensures that container applications are scheduled to run
on worker nodes within the OCP cluster. The scheduler reads data from the pod and finds a
node that is a good fit based on configured policies.
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Deployment methods and types

Controller manager

The controller manager, or kube-controller-manager, provides the cluster with the necessary
state changes to provide the most applicable state for a healthy cluster. The controller
manager provides this functionality via the kube-apiserver.

Namespace (or Project)

Namespaces are intended for use in environments with many users spread across multiple
teams, or projects. Namespaces provide a scope for names. Resource names need to be
unique within a namespace, but not across namespaces. Namespaces cannot be nested
inside one another and each Kubernetes resource can only be in one namespace.

Deployment methods and types

There are multiple deployment methods for Red Hat OCP based on the hardware
configuration that supports the environment. These deployment methods include manual
deployments using the User Provisioned Infrastructure (UPI) for customized deployments or
fully automated deployments using the Installer Provisioned Infrastructure (IP1).

Within this guide, a hybrid environment is deployed using the UPI method. For more
information about deployment methods and types, see the Red Hat OCP documentation.

vSphere Cloud Native Storage (CNS) concepts

Cloud Native Storage (CNS) integrates vSphere and Kubernetes and offers capabilities to
create and manage container volumes deployed in a vSphere environment. CNS consists of
two components, a CNS component in vCenter Server and a vSphere volume driver (also
called the vSphere CSI driver) in Kubernetes, called vSphere Container Storage Plug-in.

* CNS enables vSphere and vSphere storage (VMFS, vVols, and NFS), including vSAN, as
a platform to run stateful applications. CNS enables access to this data path for
Kubernetes and brings an understanding of Kubernetes volume and pod abstractions to
vSphere. CNS uses several components to work with vSphere storage; this includes
VMFS or vVols provided by the Hitachi Storage Provider for VMware vCenter. After you
create PVs, you can review them and their backing virtual disks in the vSphere Client, and
monitor their storage policy compliance.

* The vSphere Container Storage Plug-in has different components that provide an
interface used by the Container Orchestrators such as OpenShift to manage the lifecycle
of vSphere volumes. It also allows you to create, expand and delete volumes, attach and
detach volumes to the cluster worker node VMs, and use bind mounts for the volumes
inside the pods.

Because the vSphere CSI driver is installed in the OCP cluster, provisioning operations are
similar to provisioning any Kubernetes cluster. A Persistent Volume Claim (PVC) is created
that references an available StorageClass, which maps to a vSphere SPBM policy. A first
class disk (FCD) is created within vSphere, and a resultant PV is presented to the OpenShift
layer from the CSI driver. The FCD is then mounted to the pod when requested for use as a
PV.
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Data protection options

The following figure illustrates how CNS components, CNS in vCenter Server, and vSphere
Container Storage Plug-in interact with other components in a vSphere environment (credit to

VMware).
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Deployment of Openshift worker nodes on VMware vSphere requires installation of the
vSphere CSI driver to take advantage of the vSphere SPBM to Kubernetes StorageClass

mapping.

Data protection options

Red Hat OpenShift API for Data Protection, or OADP brings an API to the OpenShift
Container Platform that Red Hat partners and customers can leverage when creating a
disaster recovery and data protection solution.

With OADP, you can back up and restore applications and services in the following two ways:
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Volume snapshots

1. If Hitachi Storage Plug-in for Containers (HSPC) is installed (typically for bare metal
workers with Fibre Channel or iSCSI or virtual worker with iSCSI), the backup process
can use CSl snapshots. Native snapshots are typically much faster than file copying
since they leverage copy-on-write capabilities from Hitachi VSP storage instead of doing
a full copy.

When using CSI snapshots, only the Kubernetes metadata is backed up by Velero to the
S3-compatible storage, while the HSPC leverages VSP capabilities to back up volume
data using snapshot technologies.

This backup process is explored in Solution Implementation and Validation (on

page 37), Scenario 1.

2. Another option is using Restic backups on an S3-compatible object storage such as
Hitachi HCP CS S3.

Restic is a file system copying technique that is used by OADP. Backups with Restic are
different than the backups produced with CSI snapshots because both volume data and
Kubernetes metadata are backed up by Velero and Restic to the S3 storage.

Restic is agnostic and works with any type of storage. This has been fully tested with an
OpenShift cluster as described in Solution Implementation and Validation (on page 37),
Scenario 2.

OADP alone is not a full end-to-end data protection solution, but the integration with Hitachi
Storage Plug-in for Containers and Hitachi HCP CS S3 storage provide a powerful solution
for data protection for container-based applications and their associated PVs and data. The
OADP operator sets up and installs Velero on the OpenShift cluster.

Note: The Red Hat OADP operator version 1.0 was released in Feb 2022 and is
the first generally available release that is fully supported. Earlier versions
(pre-1.0) of the operator were available as a community operator with only
community support.

In addition, Hitachi Replication Plug-in for Containers (HRPC) together with Hitachi VSP
storage replication capabilities can be used for data protection, disaster recovery, and
migration of persistent volumes to remote datacenters/Kubernetes clusters.

Volume snapshots

In OpenShift or Kubernetes, creating a Persistent VolumeClaim (PVC) initiates the creation of
a PersistentVolume (PV) which contains the data. A PVC also specifies a StorageClass
which provides additional attributes for backend storage.
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Deploy OpenShift Container Platform

Because this guide also covers backup with CSI snapshots, it is important to clarify some
additional concepts related to snapshots. A VolumeSnapshot represents a snapshot of a
volume on the storage system. In the same way how API resources PersistentVolume and
PersistentVolumeClaim are used to provision volumes for users and administrators,
VolumeSnapshot and VolumeSnapshotContent API resources are provided to create volume
snhapshots. VolumeSnapshot support is only available for CSI drivers.

* VolumeSnapshotContent — Represents a snapshot taken of a Volume in the cluster.
Similar to PersistentVolume object, the VolumeSnapshotContent is a cluster resource that
points to a real snapshot in the backend storage. VolumeSnapshotContent are not
namespaced.

* VolumeSnapshot - Is a request for snapshot of a volume. It is similar to a
PersistentVolumeClaim. Creating a VolumeSnaphot triggers a snapshot
(VolumeSnapshotContent) and the objects are bound together, there is a one-to-one
binding between VolumeSnaphot and VolumeSnapshotContent. VolumeSnapshot are
namespaced.

* VolumeSnapshotClass — Allows you to define different attributes belonging to a
VolumeSnapshot. This is similar to how a StorageClass is used for PVs.

This is covered in section Backing up persistent volumes with CSI snapshot in this guide as a
requirement for CSI snapshots.

Deploy OpenShift Container Platform

This guide does not cover the step-by-step how to implement OCP, follow Red Hat OCP
documentation for the setup of the cluster.

Two OCP clusters have been configured to support the different use cases described in this
guide, including replication of containerized applications between two Hitachi VSP Storage
systems.

Two OCP clusters have been configured to support the different use cases described in this
guide, each cluster with virtual and bare metal worker nodes and the following configuration:

* The virtual worker nodes had access to vSAN storage, as well as vVols and VMFS
datastores supported by Hitachi VSP storage system and Hitachi Storage Provider for
VMware vCenter (VASAProvider).

* Details about the StorageClasses are provided in each of the use cases part of the
solution implementation and validation.

* The bare metal worker node in cluster 1 (jpc2) was configured Fibre Channel connectivity
to the VSP 5500 Storage System.

* The bare metal worker node in cluster 2 (jpc3) was configured Fibre Channel connectivity
to the VSP 5600 Storage System.

The following figure illustrates a hybrid OpenShift Container Platform architecture on top of
Hitachi UCP Platform stack for both clusters.
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Deploy OpenShift Container Platform

OpenShift Container Platform

Stateful Container Stateful Container Stateful Container | Stateful Container

=

Viiware vSphere
RHEL VM RHEL VM

RHEL on Bare Metal
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VIMES/VVOLASAN LDEVs Advisor
Hitachi
Hardware LUCP)
Platforms

J

The tables below provide more details about the master and worker nodes for the two OCP
clusters:

OCP Cluster (Primary site)

Node Role o5 nao

Router-LE Load Balancer, Existing infrastruciure

Router outside of LUCP Cl
jpc2-master-1 Master VMs, hosted ona Red Hat Enterprise Linux  +1.22.5
1 ViMware cluster with Core0S 40 .84 vl225
ipe2-master-2 Master DS120 G1, with vSAN,
jpc2-master-3 Master vWols, and VMFS
jpc2worker-1  Worker  Catastores
ipe2-worker-2 ‘Worker
jpc2-worker-3 Worker Baremetal node (DS120)  Red Hat Enterprise Linux  v1.22.5

Core0S 40 84

OCP Cluster (Secondary site)

Router-LB Load Balancer, Existing infrastruciure

Router outside of UCP C|
jpc3-master-1 Master VMs, hosted cna Red Hat Enterprise Linux  v1.22.5
1 VMware cluster with CoreDS 40 B4 w1225
e Master  D5120 G1, with vSAN,
jpc3-masier-3 Master wWols, and VMFS
jped-workes-1 Work datastores
jpc3-worker-2 Worker
jpc3-worker-3 Worker Baremetal node (DS120)  Red Hat Enterprise Linux v1.22.5

Core0S 48.84

For detailed hybrid OpenShift Container Platform installation procedures, see Red Hat
documentation.
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Deploy and enable Hitachi Storage (VASA) Provider for VMware vCenter

Deploy and enable Hitachi Storage (VASA) Provider for VMware

vCenter

To deploy the Hitachi Storage (VASA) Provider for VMware vCenter, follow these steps:

Procedure

1. Use UCP Advisor to create the necessary zone sets in the Fibre Channel fabrics.

2. Use Hitachi Storage Navigator to provision the necessary ALU targets from each
storage system.

3. Register the Hitachi VSP storage systems in the VASA Provider.

4. Register VASA Provider as a Storage Provider within the vCenter associated with the
cluster hosting the virtual worker nodes.

5. Create a vVol datastore or VMFS (LDEV) datastores and associated SPBM policies for

the Hitachi VSP storage systems configured for use by the target OCP clusters.

For details, see VMware vSphere Virtual Volumes (vVols) with Hitachi Virtual Storage
Platform Quick Start and Reference Guide.

Install and Configure Hitachi Storage Plug-in for Containers (HSPC)

Hitachi Storage Plug-in for Containers is easily deployed to OpenShift using the Operator,
which can be installed from OperatorHub. Follow the steps to:

Install Hitachi Storage Plug-in for Containers.
Configure Secret settings to access Hitachi VSP Storage system.
Configure StorageClass settings.

Configure Multipathing (FC or iSCSI).

Specific steps how to configure Persistent Volume Claims (PVC) and PODs will be covered
as part of each of the use cases on the solution implementation and validation section.

Note: If there is a previous version of Storage Plug-in for Containers, remove it
before performing the installation procedure.

Install Hitachi Storage Plug-in for Containers

Procedure

1.

Login to the console of your OCP cluster, select OperatorHub under Operators, then
search for Hitachi.
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Install Hitachi Storage Plug-in for Containers

OperatorHub

Click the Hitachi Storage Plug-in for Containers, and then click Install.

é Note: Select the following settings in Operator Subscription:

« Installation Mode: A specific namespace on the cluster and <any namespace>

= Approval Strategy: Manual and approve the Install Plan (see https://
docs.openshift.com/).

Confirm the status of the Operator is Succeeded either using the console or oc get
pods -n <namespace> command. On the console, click Installed Operators under
Operators and you can see the status of the HSPC plug-in.

Wnstafed Cipetv st

The next step is to create the HSPC Instance, this can be done using the Operator
Details. Select the Hitachi Storage Plug-in for Containers, and then click Create
Instance on the Operator Details. Click Create.

Confirm the status READY is true for the HSPC instance with the following command:

[ocpusr@dminws-c2]$oc get hspc -n <namespace>
NAME READY AGE
hspc true 30s
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Configure Secret

Finally, verify that all the HSPC pods are in running state using the following command:

oc get pods -n <namespace>

[ocpuarf@dminwa-c2]joc get poda -n kuba=-ayatem

NAME READ STATUS RESTARTS AGE
hape-cai-controller-d9bibobYo-wpldfg 6/6 Running o Iml s
-gai-node-drmtcé 3/3 Running a ImlTa
-node-agdsl 3’3 Running o ImlT=
b=t Af3 Running 0 ImlTa
hapc-oparator-controller-manager-Scd3E8 4988 -vigws 171 Running ] imlEa

The Hitachi Storage Plug-in for Containers (HSPC) has been successfully installed. If
you want to make an advanced configuration, refer to Configuration of Storage Plug-in
for Containers.

Configure Secret

The secret contains storage system information that enables access to the Storage Plug-in
for Containers. It contains the storage URL (VSP REST API), user and password settings.
Here an example of the YAML manifest file:

apiVersion: vl
kind: Secret
metadata:
name: secret-vsp-113
namespace: test
type: Opaque
data:
url: aHROcHM6Ly8xNzIuMjUuNDcuMTEz
user: b2NwdXNyMQ==
password: SGlO0YWNoaTEh

The URL, user, and password are base64 encoded. Here an example how to get the base64
encoded of a user called “ocpusr1”, do the same for the URL and password:

[ocpusr@dminws—-c2] $echo -n "ocpusrl" | base64
b2NwdXNyMQ==

[ocpusr@dminws-c2]$

One way to create a secret is using the following command:
oc create -f <secret-manifest-file>
Another way to create a secret is using the OpenShift console:

Procedure

1. Login to the OCP console, select Workloads > Secrets.
2. Confirm the namespace in which you are creating the secret, in this example “test”.
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Configure StorageClass

3. Click Create. Select From YAML. Then, either copy/paste the content of the secret
manifest file or just set the URL, user, and password in base64 encoded, and assign a
name and corresponding namespace.
©0f Administrador

L

Create Secret

Operators

OperatorHub

brabaaled €

Workloads

Posds

Drepdonmeerts

DeepieryT

StatefulSets

Secrett

4. Click Create.

Configure StorageClass

The StorageClass contains storage settings that are necessary for Storage Plug-in for
Containers to work with your environment. The following YAML manifest file provides
information about the required parameters:

kind: StorageClass
apiVersion: storage.k8s.io/vl
metadata:
name: sc-vsp-113
annotations:
kubernetes.io/description: Hitachi Storage Plug-in for Containers
provisioner: hspc.csi.hitachi.com
reclaimPolicy: Delete
allowVolumeExpansion: true
volumeBindingMode: Immediate
parameters:
serialNumber: '40016"'
poolID: '1'
portID: 'CL1l-D,CL4-D'
connectionType: fc
csi.storage.k8s.io/fstype: extd
csi.storage.k8s.io/provisioner-secret-namespace: test
csi.storage.k8s.io/provisioner-secret-name: secret-vsp-113
csi.storage.k8s.io/node-stage-secret-name: secret-vsp-113

csi.storage.k8s.io/controller-expand-secret-name: secret-vsp-113
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Configure StorageClass

Here additional details about some of these parameters:

* serialNumber: VSP serial number

* provisioner: For HSPC, the defaultis hspc.csi.hitachi.com

* poollD: Pool ID on the VSP used to carve dynamically persistent volumes
= portID: VSP storage ports, use a comma separator for multipath

= connectionType: The connection type between storage and nodes, fc and iscsi are
supported. If blank, fc is set

» fstype: Set the filesystem type as ext4
= secret-name: Define the VSP secret name
* secret-namespace: Enter the same namespace used for the secret

One way to create a StorageClass is using the following command:

oc create -f <storage-class-manifest-file>

Another way to create a StorageClass is using the OpenShift console:

Procedure

1. Log in to the OCP console, and then select Storage > StorageClasses.

2. Click Create StorageClass. Then, click Edit YAML. Then, either copy/paste the content
of the StorageClass manifest file or enter each of the corresponding settings.
Deployments

DeploymentConfigs

Create StorageClass

i
.
3
4
5
&
Fy
8

RephcationControllers

HorzontalPodAatoscalers

Metworking

Storage

Persistent Volumes

Persistent VolumeClaims

StorageClasses

VolumeSnapshols

VolumeSnapshotClasses

3. Click Create.
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Configure Multipathing

Configure Multipathing

For worker nodes connected to Hitachi VSP Storage via FC or iSCSI, it is recommended to
enable multipathing. The requirement is to create the multipath.conf and ensure that the
user friendly names optionis setto yes and the multipathd.service is enabled
This can be done by applying an MCO (Machine Config Operator) to the OCP cluster after it
has been deployed. Note, applying MachineConfig will restart the worker nodes one at a
time.

Consider the following before applying the multipath configuration:

* For Fibre Channel, ensure that FC switches are configured with proper zoning for the
compute worker nodes and Hitachi VSP storage systems are accessible to each other.

* For iSCSI, ensure the Hitachi VSP storage is properly configured for iSCSI and the
compute worker nodes can access the iSCSI targets. Also, for iSCSI, check the Hitachi
Storage Plug-in for Containers Release Notes for additional considerations regarding IQN
configurations.

* RedHat CoreOS (RHCOS) already includes the device-mapper-multipath package
which is required to support multipathing. For solutions with iISCSI, RHCOS already has
the iSCSI initiator tools installed by default. There is no need to install any additional
package, apply the configurations as indicated in this section.

Configure multipathing for OCP worker nodes using MachineConfig:

To enable multipath for Hitachi HSPC, apply the MachineConfig below to the cluster. This will
enable multipathd (for FC and iSCSI) needed by the Hitachi VSP Storage and HSPC
integration on each worker node. It targets the worker nodes by using the label
machineconfiguration.openshift.io/role: worker.

The following YAML file can be used for both Fibre Channel and iSCSI configurations with
multipathing. To support iISCSI, uncomment the last three lines in the file.

A MachineConfig can be created directly from the command line using the following
command oc create -f <MachineConfigFile.yaml> or using the OpenShift console.

Procedure using the OCP console

Procedure

1. To apply a MachineConfig using the OCP console, login to the OCP web console and
navigate to Compute > Machine Configs. Click Create Machine Config, then copy
and paste the content of the YAML file and click Create.

apiVersion: machineconfiguration.openshift.io/v1l
kind: MachineConfig
metadata:
name: workers-enable-multipath-conf
labels:
machineconfiguration.openshift.io/role: worker
spec:
config:
ignition:

version: 3.2.0
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Configure Multipathing

storage:
files:
- path: /etc/multipath.conf
mode: 400
filesystem: root
contents:
source: data:text/plain;charset=utf-8;base64,
ZGVmYXVsdHMgewogICAGICAGIHVZZXIfZnIpZW5kbH]1 fomFt ZXMgeWVzCiAgICAgICAgZmluZF9tdiWx0a
XBhdGhzIH11lcwp9CgpibGFja2xpc3Qgewp9Cg==
verification: {}
systemd:
units:
- name: multipathd.service
enabled: true
state: started
# Uncomment the following 3 lines if this MachineConfig will be used
with 1SCSI
#- name: iscsid.service
# enabled: true
# state: started

osImageURL:

For iSCSI without multipathing, use the following MachineConfig:

apiVersion: machineconfiguration.openshift.io/v1l
kind: MachineConfig
metadata:

name: workers-enable-iscsi

labels:

machineconfiguration.openshift.io/role: worker

spec:
config:
ignition:
version: 3.2.0
systemd:
units:
- name: iscsid.service
enabled: true
state: started
osImageURL: ""

é Note: The source data string located after the line source: data:text/
plain;charset=utf-8;base64, for multipath.confis base64 encoded. If
you need to update the multipath.conf file to suite your environment needs,
you can run echo -n “<string>” | base64 -d to decode the
contents of the config file. If you want to update it, make your changes, and
then re-encode the file using base64.

After the MachineConfig is created, every worker node is rebooted one at a time after
the configuration is applied, and it could take from 20 to 30 minutes to apply the
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Label nodes in the OCP cluster

configuration to the worker nodes. To verify whether the machine config is applied use
the oc get mcp command to verify that the machine config pool for workers is
updated. In addition, ssh to the worker nodes to confirm that the /etc/multipath.conf file
has been created and the multipathd service is running, if it is iscsi verify that the iscsid
service is running. Here an example:

Label nodes in the OCP cluster

Because the OCP cluster is a hybrid environment with virtual and bare metal worker nodes, it
is important for the operator to distinguish node type between physical and virtual. Assigning
the right labels to the nodes allows for granular deployment of resources to the correct worker
node types. This process can be done either from command line or the OpenShift console.

Follow these steps to assign labels to the worker nodes.
From the command line, use this command:

oc label nodes <node-name> <label>
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HSPC and VSP Host Groups

Here an example where one virtual node is labeled vm, and one physical node is labeled
hspc-fc:
[Dcpusr@dminws—CZ]spc label nodes jpc2—worker—-3 nodeType=hspc-fc |
node/jpc2-worker-3 labeled
[ocpusr@dminws-c2]5
[Dcpusrﬁdminws—czlﬂoc label nodes jpc2-worker-2 nodeType=vm |
node/jpc2-worker-2 labeled
[ocpusr@dminws—-c2] 5

Procedure

1. From the OCP console, select Compute > Nodes.

2. From the nodes list click the ellipsis icon on a worker node (physical or virtual) and
select Edit Labels.

- Mame Status Hole Pads

VolumeSna

e 8 8 8 8 8
a

3. Assign the label using a key/value pair, for example: nodeType=hspc-£c, and then
click Save.
4. Use the following command to verify the labels:

oc get nodes --show-labels

HSPC and VSP Host Groups

Host groups required for Storage Plug-in for Containers are automatically created by Storage
Plug-in for Containers. Storage Plug-in for Containers automatically searches host groups
and iSCSI targets based on the name.

If you want to use existing host groups, rename them according to the naming rule. For
details, see Host group and iSCSI target naming rules in the HSPC Reference Guide.

Note: Storage Plug-in for Containers will overwrite host mode options even if
existing host groups have other host mode options.
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HSPC and VSP Resource Groups

HSPC and VSP Resource Groups

You can partition storage system resources by limiting the LDEV ID range added to the
resource group for a specific Kubernetes cluster. You can also isolate impacts between
Kubernetes clusters. The following requirements should be met:

= Only one resource group for one Kubernetes is supported. Virtual storage machines are
not supported.

* Storage system users must have access only to the resource group that they created. The
storage system user must not have access to other resource groups.

= Create a pool from pool volumes with the resource group that you have created.
* Allocate the necessary number of undefined LDEV IDs to the resource group.

* Allocate the necessary number of undefined host group IDs to the resource group for each
storage system port defined in StorageClass. The number of host group IDs must be
equal to the number of hosts for all ports.

For details, see Resource Partitioning in the HSPC Reference Guide.

HSPC and VSP Resource Groups

You can partition storage system resources by limiting the LDEV ID range added to the
resource group for a specific Kubernetes cluster. You can also isolate impacts between
Kubernetes clusters. The following requirements should be met:

* Only one resource group for one Kubernetes is supported. Virtual storage machines are
not supported.

= Storage system users must have access only to the resource group that they created. The
storage system user must not have access to other resource groups.

= Create a pool from pool volumes with the resource group that you have created.
* Allocate the necessary number of undefined LDEV IDs to the resource group.

* Allocate the necessary number of undefined host group IDs to the resource group for each
storage system port defined in StorageClass. The number of host group IDs must be
equal to the number of hosts for all ports.

For details, see Resource Partitioning in the HSPC Reference Guide.

Install and Configure Backup and Data Protection Operator

Complete the following procedures to configure and enable OpenShift Application Data
protection (OADP)/Velero functionality with Hitachi HCP CS S3 storage.

Choose a target S3 object store for backups

While any AWS-compliant S3 target can be used as a Velero backup target, it is
recommended that you use HCP for cloud scale due to the enterprise-grade compliance,
security, retention, and replication features available.
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Configure Hitachi Content Platform for cloud scale

It is recommended that you back up to a remote S3 target separate from your source
infrastructure. This ensures maximum protection of your data in case of a site or
infrastructure-specific failure.

Configure Hitachi Content Platform for cloud scale

You can obtain a 60-day trial of Hitachi Content Platform for cloud scale (HCP for cloud scale)
by visiting https://trycontent.hitachivantara.com/. Follow the directions in your trial access
email after registering to generate credentials and to create an S3 bucket to be used as a
target for Velero backup data.

See Hitachi Content Platform for Cloud Scale Architecture Fundamentals for more
information.

Install OpenShift Application Data Protection (OADP) from the OperatorHub

OpenShift Application Data protection (OADP) operator sets up and installs Velero on the
OpenShift cluster.

Procedure

1. Log in to the OCP console, select OperatorHub under Operators, and then select the
OADP Operator and click Install.

2. Click Install to install the Operator in the opeshift-adp project.

Operanortub

Irtalad Cperaton

Workloads

Medworiing

Once the operator has been installed, it looks like this when it is ready to use:

“"5 ‘ OAUPC.)po.eratl.a-'. . o

Installed operator - ready for use

View Operator

3. The next step is to configure the Data Protection Application instance which deploys
Velero and Restic pods.
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MK-SL-210 Create HCP CS/Velero credentials
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4. Follow the instructions in the next section to complete the setup.

MK-SL-210 Create HCP CS/Velero credentials

Configure OpenShift Application Data Protection (OADP) with HCP CS

DataProtectionApplication instance represents configuration to install a data protection
application to safely backup and restore, perform disaster recovery and migrate Kubernetes
cluster resources and persistent volumes.

To perform the setup of the DataProtectionApplication instance, it is required to create the
secret to access the S3 storage.

For additional and advanced setup see Red Hat OADP documentation.

Create secret for backup and snapshot locations

Installing the Data Protection Application custom resource (CR) requires creating a secret
object; for this example we are using the same credentials for both backup and snapshot
locations.

The following command uses the default name of the secret which is cloud-credentials and
the credential file from previous step.

oc create secret generic cloud-credentials --namespace

openshift-adp --from-file cloud=velero-hcpcs-credentials

Create DataProtectionApplication instance

The installation of the Data Protection Application (DPA) is done by creating an instance of
the DataProtectionApplication API. This can be done from the command line or by using the
OpenShift console.

The following procedure uses the OpenShift console.
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Create DataProtectionApplication instance

Procedure

1. Log in to the OCP console, click Operators > Installed Operators and select the OADP
Operator.

2. Under Provided APIs, click Create instance in the DataProtectionApplication box.
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Create DataProtectionApplication instance

3. Click YAML View and update the parameters of the DataProtectionApplication manifest
with the following:

« HCP CS information:
. S3URL - Set the URL to the S3 endpoint URL of your HCP CS system.

. Region - You can choose any region for this variable because HCP for cloud
scale will accept any region name that is provided.

. Bucket - This variable should be set to the S3 bucket name you configured in
HCP for cloud scale.

. Credential - set this to the name of the secret with the access keys for HCP CS
(for example cloud-credentials).

. Specify a prefix for Velero backups.

. The snapshot location must be in the same region as the PVs.
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Create DataProtectionApplication instance

« Enable the Container Storage Interface (CSl) in the DataProtectionApplication CR to
back up persistent volumes (PVs) with CSI snapshots. In this specific case, CSI
snapshots are supported with the Hitachi Storage Plugin for Containers (HSPC).

Create DataProtectionApplication

Configure via: Forrmwiew ™ YAML view

. Add the esi default plug-in.

. Add the EnablecCsTI feature flag.

4. Click Create.
5. \Verify the installation of the OADP resources.

When the DataProtectionApplication instance is created, you should have Velero, Restic
pods, and services running within the openshift-adp namespace.

6. Runthe oc get all -n openshift-adp command and wait until all the pods are
running successfully. The following figure shows both Velero and Restic pods running
within the openshift-adp namespace.
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Create DataProtectionApplication instance

Hocpusradminwa-cz]5[oc get all -n openshift-adp |
AHE READY  STATUS RESTARTS  AGE

pod/oadp-velero-oop-hopoa-l-aws-Eeqglatry-99515do5E-gedpe 171 Funning @ VLT
podSepanshife=adp=contral lar-manager=5L5 E66dSdd-unagls 1r1 Funaing 0 Anbm

pod/rastic-SbE2k 171 Funning O 2mldn

podSreatic-bhgrm 171 Funning o Zalda

podSraatic-zxhkn 171 Funning 0 Inlda
pod/velero-SfR66c45d-AgRts 171 Running 0 2alds

HAME TYPE CLUSTER-IF EXTERMAL=IF  PORT(3) AGE
sarvice/fcadp-valero-ocp-hopoa-l-aws-ragistey-ave ClustarIP 1792.30.92.210 <Rons> L00/TCPF  ImlEs
asrvicefopenshift-adp-controller-manager-metrics-aecvice Clusterlf 172.30.218.211 Chone> 44 IFTER Jh%m
asrvice/opanshift-adp=-velerc-mateica-ave CluscerIF 173.30.212.328 <pona> EDESFTCF  Im2da
HAHE DESIRED CURRERT READY OF-TO-DATE AVAILABLE HODE SELECTOR AGE

dasssnset. appasreatic 3 3 3 3 3 ARG Im2ds

HAME READY  UP-TO-DATE  AVAILABLE  AGE

deployment . appssfoadp-velerc-ocp-hopos-l-aws-regiscry 151 1 1 imiha

deployment . Appasopanahift-adp-control lar-mAnsger 1/1 1 1 3k

daploysent. appasvalars 151 1 1 2mids

HAME DEZIRED CURRENT BEADY AGE
replicaset.appafoadp-vwelerc-ocp-hopos-l-aws-registry-538753dcbé 1 1 1 2mihs

replicaset. appaSopanshift-adp-control ler-manager-5f866EdSdd 1 1 1 Fhom
eaplicaset.appa/velearc-9f866o45d 1 1 1 Imida

HAME BDSTSPORT

FATH SERVICES FORT TERMINATION WILDCARD

route.coute .openshifit.iofcadp-velerc-ocp-hcpoa-l-awa-registry-route oadp-welero-ocp-hcpos-l-aws-registry-route-
openshife-adp.appa. jpcl.ocp. hvlab. local ocadp-velero-ocp-hopoa-1-awes-ragiatry-ave zall> BMone

Velero is now enabled and installed on the RedHat OpenShift cluster.
The following is the text of the DataProtectionApplication custom resource (CR):

apiVersion: oadp.openshift.io/vlalphal
kind: DataProtectionApplication
metadata:
name: velero-ocp-hcpcs
namespace: openshift-adp
spec:
backupLocations:
= yeleres
config:
profile: default
region: us-west-1
insecureSkipTLSVerify: "true"
s3Url: "https://tryhcpforcloudscale.hitachivantara.com/"
s3ForcePathStyle: "true"
credential:
key: cloud
name: cloud-credentials
default: true
objectStorage:
bucket: ocp-eng-velero-target
prefix: velero
provider: aws
configuration:
restic:
enable: true
velero:
defaultPlugins:
- openshift
- aws
= @@
- kubevirt
featureFlags:
- EnableCSI
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Back up persistent volumes with CSI snapshot

snapshotLocations:
- velero:
config:
profile: default
region: us-west-1

provider: aws

Back up persistent volumes with CSI snapshot

To perform backup of persistent volumes with CSI snapshots, create a
VolumeSnapshotClass custom resource (CR) to register the CSI driver. In this example we
are using the Hitachi HSPC CSI driver.

The VolumeSnapshotCalss CR must contain the following parameters:

* Ensure that the desired volumesnapshot class has the velero.io/csi-volumesnapshot-class
label.

* The driver must use hspc.csi.hitachi.com which corresponds to Hitachi Storage
Plug-in for Containers (HSPC).

* The poollD must be the same as the one specified in the StorageClass.

* The secret name and secret namespace must be the same as the ones specified in the
StorageClass definition.

The YAML file below provides an example of a VolumeSnapshotClass CR using Hitachi
Storage Plug-in for Containers (HSPC).

[ocpusr@dminws-c2]$ cat VolumeSnapshotClass CSI HSPC.yaml

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:
name: volume-snapshot-class-csi-hspc
labels:
velero.io/csi-volumesnapshot-class: "true"
driver: hspc.csi.hitachi.com

deletionPolicy: Delete

parameters:
poolID: "1"
csi.storage.k8s.io/snapshotter-secret-name: "secret-vsp-113"
csi.storage.k8s.io/snapshotter-secret-namespace: "test"
Procedure

1. Create the VolumeSnapshotClass with the following command:

oc apply -f VolumeSnapshotClass CSI HSPC.yaml
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Solution Implementation and Validation

Verify the status with the following command:

oc get VolumeSnapshotClass

[ocpusr@dminws-c2]$ oc get VolumeSnapshotClass
NAME DRIVER DELETIONPOLICY AGE

volume-snapshot-class-csi-hspc hspc.csi.hitachi.com Delete 7d21h

Note: In addition to VolumeSnapshotClass, the CSI must be enabled on the
DataProtectionApplication CR as indicated in the previous section.

Solution Implementation and Validation

If you have followed the guidance in the Solution Design section and your infrastructure is
prepared, you can try the example deployments. This reference architecture was validated by
the following:

Deploying the MySQL application with persistent volume using Helm and proving data
protection functionality in OpenShift with OADP/Velero and Hitachi Content Platform for
cloud scale. In this scenario, the backup/restore is performed leveraging HSPC CSI
snapshots

Deploying the Wordpress application with persistent volumes using Helm and proving data
protection functionality in OpenShift with OADP/Velero and Hitachi Content Platform for
cloud scale. In this scenario, the backup/restore is performed leveraging Restic, and the
backup is taken in a primary OCP cluster and restored in a secondary OCP cluster. This
process can be used to migrate cluster resources to other clusters

Deploying and configuring Hitachi Replication Plug-in for Containers and validating
replication of applications across datacenters.

Installing and configuring Hitachi Storage Plug-in for Prometheus to monitor Kubernetes
resources and Hitachi storage.

Deploying a private container registry using Red Hat Quay and Hitachi HCP CS S3.
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Persistent volume and data protection using Velero and Hitachi HCP CS S3 — Scenario 1

Persistent volume and data protection using Velero and Hitachi HCP
CS S3 - Scenario 1

The following layout shows a high-level configuration of the setup to perform the backup and
restore operation in the same OCP cluster using Velero and HSPC CSI snapshots.

-

& s

OpenShift
Container Platform

Hitachi Storage Plug-in for
Containers (HSPC)

PVC PVC PVC
E.
Hitachi VSP

Storage System

Restore

Use the following procedures to:

@ VELERO
Backup -~

Target | Source

——
' S3 bucket

Hitachi HCP
for Cloud Scale

* Deploy a MySQL database application with persistent volumes backed by Hitachi VSP
storage system.

= Explore the backend storage resources mapping and allocations.

* Create a table and insert test data, back it up to HCP for cloud scale, delete it, and then
restore the application from HCP for cloud scale using OADP/Velero Operator and verify
the data.
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Install and configure Helm utilities

The following figure shows the solution architecture with the solution to be validated.

& RedHat
OpenShift MySaL 13 ;{
Container Platform Service TCP 3306 .
MySOL Helm Chart
B NiySL
':\k Replica Set
WL @
JSbitnamifmysql
OpenShift
P‘;:-Istmt Persistent Volumes
Volume (Pu) m:?: .:"l
Persistent Volume Claims
[PviCs) R0 PUC
LoEV
Storage Classes [5C)
HSPC C5l Diriver
[provisioner: hspc.csi. hitachi.com) Tierl « LDEV

-
q RH Core0s

Barehetal
Worker Node

REST AP|
Hitachi Storage Plug-in for
ﬂ RH Core s Containers [HSPC)
Bare e tal

Worker Node
. Hift:zchil IDrynzam ko

Prareisia n [HOP)
Pool

Hitachi V5P
Storage System
LDEV LDEV LDEV

Install and configure Helm utilities

[quusrﬂdminws—c2ﬂ$|oc get nodes

HLME STATUS ROLES AGE VERSION
jpcZ-master-1 Ready master 147d v1l.22.54a36406b
jpcZ-master-2 Ready master 147d v1l.22.54a36406b
jpcZ-master-3 Ready master 147d v1l.22.54a36406b
JpcZ-worker-1 Ready worker 147d v1l.22.54a36406b
jpcZ-worker-2 Ready worker 147d v1l.22.54a36406b
jpcZ-worker-3  Ready worker | 147d vl.22Z.5+a36406b
[ocpusr@dminws—c215 |
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Verify StorageClasses

Helm allows you to install complex container-based applications easily with the ability to
customize the deployment to your needs. On your Linux workstation, install the Helm binary
by following the Helm documentation for your distribution.

Add the Bitnami repository to your Helm configuration by running the following command:

helm repo add bitnami https://charts.bithami.com/bitnami

Search for the MySQL Helm chart by running the following command:

helm search repo mysgl

The following figure shows example output, showing that the Helm binary is installed properly
and the bitnami repository has been added with a MySQL Helm chart available for use.

[ocpusr@dminws-c2]$ helm search repo mysql

NAME CHART VERSION APP VERSION DESCRIPTION
bitnami/mysqgl 8.8.23 8.0.28 Chart to create a Highly
available MySQL cluster

Verify StorageClasses

The OCP cluster used for this test is a hybrid, containing some virtual worker nodes hosted
on VMware ESXi and bare metal worker nodes. The bare metal worker nodes use FC HBAs
and are connected to Hitachi VSP storage.

On this OCP cluster we have StorageClass using vSphere CSI provisioner, and other
StorageClasses with Hitachi HSPC CSI provisioner. To verify the defined StorageClasses
enter the command oc get sc.

For this example, we used the following StorageClass:
* One StorageClass sc-vsp-113 for the primary MySQL DB instance.

The following figure shows an example listing of StorageClasses available on the OCP

cluster.

[ocpusrfdminwa=-c2] S50 geT BT

HAME FROVISIONER BRECLATHPOLICY VOLUHERB INDINGHODE ALLOWVOLIMEEXPANSION A
cai-test-sc  gsl.vsphere.vmwaze.com  Delete Im=ediate false L
ht-'ﬁ".ﬂp—ll!ﬁ hup-:.l:ni.h:l.'l:ath:l.d:ﬂ Delecs Immediace Trus b
wap-hrpe-sc  mspe.csi.hitachi.com Delete Imsediate rue 1

[ecpuaridminva-c1]§

Customize and deploy MySQL Helm chart with persistent storage

You can customize a Helm char deployment by downloading the chart values to a YAML file
and using that file during Helm chart installation. You can also specify the custom values for a
deployment on the command line or in a script.

First, we create a namespace (or project) with the following command:

oc new-project demoapps
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Customize and deploy MySQL Helm chart with persistent storage

The following is the command and parameters used to deploy MySQL Helm chart:

helm install -n demoapps mysgl-demol \

--set primary.nodeSelector.nodeType=hspc-fc \

--set global.storageClass=sc-vsp-113 \

--set primary.persistence.size=512Mi \

--set auth.rootPassword=Hitachil23, auth.database=hur database \

--set secondary.replicaCount=0 \

--set primary.podSecurityContext.enabled=false \

-—-set primary.containerSecurityContext.enabled=false \

--set secondary.podSecurityContext.enabled=false \

--set secondary.containerSecurityContext.enabled=false \

bitnami/mysqgl

You must modify these values to match your environment and the StorageClass that are
available in your OCP cluster. The values and their corresponding impact to the MySQL
deployment are as follows:

nodeSelector - Sets the node type where the pod must be deployed.
database - Sets the name of the database to be created.

rootPassword - Sets the password for the root user in the MySQL DB.
global.storageClass - Sets the StorageClass to be used for the MySQL pod.

primary.persistence.size - Sets the size of the persistent volume to be assigned to the
MySQL DB.

Set the SecurityContext parameters according to your environment.

Execute the command and Helm will begin to deploy your MySQL deployment to your OCP
cluster.

The following figure shows output from Helm at the beginning of the deployment after the
install command has been issued.

[HREE: miysql-demc

]
LRST DEFLOY Apr 21 15:16:33 2022

®= Plesss be patient while the chart is being deployed ==

ipa

Watsh the deploysent staties uslng the comsand: kubsctl gat pods -w NaASRIpEcE dessapps
Services:

eche Peimacy: sysql-desms.demoapps.ave,cluates. lecal: 3306

Execote the following to get the administrator credenmtials:

echo Username: oot

MYSQL_ROOT PASSHORD=S (kubectl get 3ecroet --nameapace descapps myaql-dems -0 jssnpath="{.data.sysgl-root-pasawerd)™ |
bazefd --decode)
To conmect to your databaser
1. Run & pod that you can uss as & client:s
kubectl run mysgl-des lient --rm --tty -i --restart="RHever' --image docker.io/bitnami/eyaqlof.0d.28-deblan-10-£0

==RAmeIpAce deROAPPS --Comn = baszh

2. To comnect to primary sarvice (read/write):

mysql -h mysgl-demo.demoapps.svo.cluster. local -uroot -p=SMYSQL ROOT PASSWORD™
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Verify the MySQL deployment and insert some data

You can monitor the MySQL deployment by viewing the resources in your demoapps
namespace. Run the oc get all -n demoapps command to display the readiness of the
pods, deployment, statefulsets, and services of the MySQL deployment.

The following figure shows an example of the output of this command for a fully running,
healthy MySQL deployment.

[ocpuarPdaimds-c2] e ln 11at -n descappa
JHARNTRG: Fubarpetes configuration file iz group-readable. This is insecure. Location: Shossfocpinstallfocp-upl
dmstallfanth S/ oabscont iy
i;x;u:r MAMESPACE FEVISTION UFDATED

3 STATUS CHART

AFF VEFSION

myaql-deso damoappa 1 2022-04-21 1%:16: 3306346177 -0T00 POT  deployed Eysql-8.8.23
B.0.28

[ocpusribaalmes-c2 1§

[ocpuarddmimea-c] S0 et all -n_demcaprs

HAMT FERTY STATUE RESTAFTS SR

o Smyrag ) o0 171 Funning O 23m

HAMEL TIFE CLOFTER=IF EXTERMAL=1W POFET (5F AL

servioeSmysql —dems ClusterIf 172.30.117.1%1 <nooe> D0ESICE 1w

servicesmysql-demo-hesdless ClusterIf  Mone <EO0ET INESTCF  2im

AN, PEADY AT

atatefulsel, sppa/Eyaql-temo 171 im

[ocpuarBdalinwia-c2] %

[ocpuarddninvs-cl ] &0 gat F¥C -0 demoappa

HAMI ETATUS VOLIME CAFACITY  ACCESS MODES STORACECLASS ! RACE
data-myaql -demo-0 Bourd Prc-dd a2 8- IbdT- 4§80~ 8030 -cocIbb 3 55D Siaml FRD sc-vap=113% |

[ocpuscidainwa-c2]§

Verify the MySQL deployment and insert some data

In the previous step you displayed the resources in the demoapps namespace, which
included the output of the MySQL pod. The next step is to connect to the MySQL DB and

insert some data for test.
Procedure
1. Inserting test data into the MySQL database .

Once the MySQL pod is ready, a new table called replication cr statusis

created on the hur database database. Then a few records of test data are inserted
into this new table.

The following shows the commands used to connect to the MySQL DB to create a table
and insert test data.
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Explore backend storage resource mapping and allocations

[ocpuscidminws-c2] 568 Gxec -1t mysql-deso-0 -f demcapps -— bash |

10007100008mysl~damo-0:/58 : - e i
10007 100008mysq]l -demo-0: /5 mysql -h mysqgl-demo.demoapps.svc.cluster.local -urcot -p'Hitachqu'J
mysql: (Marning] Using a pASSUSED on tha command [InG INTOCIACE CAn B8 InNSecUre.

Welcome to the MyS¢L monitor. Comsmands end with ;7 or \g.

Your MySOL connection id ia 43

Server veraion: B.0.28 Source distribution

Copyright (c) 2000, 2022, oOracle and/or its affiliates.

Oracle is a registered trademark of Oracle Corporation and/for its
affiliates. Other names may be trademarks of their respective
CWTHITS .

Type "help:' or '"\h' for help. Type '\c' to clear the current input statement.

ny:ql:- show databases:

| Databaze I
e e +
([hur databaze ] |
| information achema |
| mysql I
| parformance schema |
| sys I
e +

5 rows in set (0.01 sac)

mysql> use hur database;
Database changed

wynq Ll GE6 !u:ir__i!.ttlb::lq;

Databass changed

m“;&:nmn ':'l TABLE replication_cr_status (Status VARCHAR (32) PRIMANY FEY. Descripticn VARCHAR(100), MUR_palr state
WAHR [XZ)h 2

Quary OX, 0 rows affected (0.02 sech

lﬁ'}lﬂ!' IRSERT INTO replication or status (Status, hidllﬁllm HUR_palr_state)
= VALUES ["Pending®, 'map:-a R creation command™, “KA®)
=> ["WaltingPrimarysite®, *walting for pri.l-ll:r aitae to !1n1a.'l'|. WUR oparaticns®, “RA®),
=> ["Copying™, "Initial copy is in progreas®, “o0P¥®),
=» ["Resady™, "Successfully created HOR palr and the state is FATR®, "PFAIR"),
=> ("Bplir®, "Sucoesafully splitted BUR palr and the state s PSUS or S5US®, "PSUS or S5US"),
=> {(*Fallover®, "sucosasfully failower HUR pair®, “same®),
= (*Error®, “"Having errors im HUR pair®, “PFSUE, FPUL, or PRUS®),
=» (“Unknosn®, "A pair doss not exist or unexpected palr state®, “Other thim the abowve™}
Quary OF, 8 rows affected (0.01 sec)
Fecords: 8 Duplicates: O Wamminga: ©

2. Verify the data that has been inserted into the MySQL database with the purpose to test
and verify backup and restore of persistent volumes:

mysql> SELECT * FROM replication_cr BTAtuss

e e e B T T e e o
| Scatus | Description | HUR_pair atate i
SeATTET. e diEAEeE oo TR
| Copying | Initial copy i3 im progresa | cory I
| Erzor | Raving srrors in HUR pair | PSUE, FFUL, or FFUE |
| Failower | Sucosssfully failover HUR pair | SEWS i
| Pending | Accepted CR creation command | KX [l
| Eaady | Sucoessfully created HUR pair and the astate i3 PAIR | PAIR 1
| Split | Successfully splitted HUR pair and the state is PSUS or S5US | PSUS or S5U3 |
| Umlmeowm | A pair does not exiat or unexpected pair state | other than the abowve |
| WaitingPrimarysite | Walting for primary site to finish AUR cperations | HA 1
AR A e i e o e L — o

(¥ rows In sat (000 Zec) |

Eysql>

Explore backend storage resource mapping and allocations

When modifying the Helm chart values for the MySQL deployment, you provided a
StorageClass that mapped back to Hitachi VSP for persistent volume allocation to the
MySQL pod. You can follow the storage paths from the OCP persistent volume layer to the
Hitachi VSP layer. Complete the following procedures to validate the storage path from the
running pods to the allocated backend storage.

Verify the MySQL persistent volume data path

Starting at the OCP cluster layer, you can explore the PVC and corresponding PVs that were
provisioned by the Hitachi HSPC CSlI driver following the procedure:
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Verify the MySQL persistent volume data path

Procedure

1.

To list the PVCs created during the MySQL Helm chart deployment, run the following
command:

oc get pvc -n demoapps

[ccpuscBdiines-c2] §oC get Pve -n demoapps

RAME, BTRTUS — VULUHE ) . CRPACITY  ACCESS MODES  STORAGECLASS
data-mysql-dems-0  Bound prc-d3997258-rbdT-468e-Eb3f~coclbba4954h  512M1 EWO sc-vap-113
ToepE rAamIi s Er ] §

Get details on the PVC by running the following command:

oc describe pvc data-mysgl-demo-0 -n demoapps

The following figure shows the output of this command, including the details of the
persistent volume claim and the access mode that was specified during Helm chart
deployment.

[ocpusr@dmines-c2 ] §o8 get pve —n demoapps

HAME . STATUS VOLLMNE CAPACITY ACCESS MODES STORAGECLASS
data-mysql-dems=0 Bound pvc=d35972568=1pd7T=4 68e=-8b3f -cocZbb 4 954D S512Mi BRO ac=vap=113
[ocpisridminws-c2] 5

[ocpusrBdmimes—c2] Gof describe puc dati-mysgl-dems-0 -n demospps

Mame: data-mysql-damo-0

Hamespace! demcapps

StorageClass: sc-vap-113

Status: EBound

Wolume: pyc-d3aa7258-od7-466e~-3b3f-cocZbb B4 9540
Labels: app. kubarnetes. io/component=primary

app. kubernetes.lo/instance=mysql-damo
App. kubernetes . o/ nane=mysql
Annotations:  pv.kubernetes.io/bind-completed: yes
Pv. kubernetes. lo/bound=by=controllec: yes
volume . bata. abernetes. io/storpge-provisioner: hepc.cai. hitachi.com

Fimalizera: [kubernetes. io/pye-proteccion]
Capacity: S12mi

Accass Modes: BNO

VolumeMods & Flie:y::'r.em

Uszad By: mysgl-dems-0

Events:|

Note the volume identifier and copy it for the next step.

Now that you have viewed the details of the PVC for the MySQL DM, explore the
associated PV to the claim by running the following command, entering your Volume
identifier from the previous step as the PV ID:

oc describe pv <PV ID>

The following figure shows the output of this command, including the details of the PV
created for the PVC. On the VolumeAttributes note the volume nickname for the next
step.
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Back up the MySQL application using Red Hat OADP/Velero and HSPC CSI snapshots

||ocpnsrﬂdmlhu.s c2]$os Sescribe Y p'\l:c d3097258-hdT-A6ae- 3b31‘ coe2bbaq954h
pyve-dI897258-fhd7-4 68e- BB 3L cec2bbod 954b

Lab-e].: <nona>
Annotations: pv.kubernetes, io/provislioned=by: hapc.cal.hitachi.com
Finalizera: [kubernetes. lo/pv-protection external-attacher/hapc-cai=hitachi-com]
StorageClass: sc=vap-113
Status: Bound
Cclaims demsapps/data-myaql —dema—0
Reclaim Policy: Delote
Access Modes: EWC
VolumeMods Fileayatem
Capacity: 21ami
Wode Affinity: <none»
Meszage:
Sonrcé:
Tygm C5I {a Containar Storage Interface (CSI) volume source)
Driver: hape. sl hitachi.com
FSTypa: axtd
VolureHandle: 60060eB000 3500000 5093000002 T 3-~apc-e00aT5a8 36
Readonly: falas
[ VolmeRttr ibutes: autoHG=troe
| connectionType=fc
hostModeoption=31
ladevIDDeEc=5797TT
ldevIDiex=EZ: 7%
medesnormal
[ nickname=spc-eB0aT5a036 |
porta=CLY -0, CLA-0
size=B1iNi
_ atorage. kubernetes.lo/caiProvisicnerIdentity=1642637155977-8081-hape.csi. nitachi.com
Evants: <rone>

locousr@dmimes=c2is

5. Open the Storage Navigator and connect to the VSP storage system.

6. In the left pane, expand Pools, and then click on Pool #1 which is the one specified in
the sc-vsp-113 StorageClass.

7. Click Virtual Volumes. You will see container volumes provisioned to your cluster in the
right pane.

8. Find the volume that matches the volume nickname from the previous step.

Explorer UCP_Solutions_ Pool1{1)

Fool Volumes Virtual Volumes 1T Root Volumes

ot [ [ Setect A8 Pages | Salumn Sattings)

Emwlation
LOEV Hamea Statuy =

Typs

Totsl &
e ] eps-abiaTiaidé @ tigernal OB EVE 8,55 58

Q:ED:DT spe-BEacTFII404 'u Hesmal ODEN-Y CVE 0.50 GB

In this way, we can trace the full data path from the OCP cluster to the Hitachi VSP
storage system.

Back up the MySQL application using Red Hat OADP/Velero and HSPC CSI
snapshots

Follow this procedure to create and verify the status of the backup:

Procedure

1. From your Linux workstation, log in to your OCP cluster.
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Back up the MySQL application using Red Hat OADP/Velero and HSPC CSI snapshots

Create a backup custom resource (CR). Here an example of the backup CR used to

backup MySQL DB:

cat demoapps-backup-csi.yaml

apiVersion: velero.io/vl
kind: Backup
metadata:
namespace: openshift-adp
name: demoapps-backup-csi
labels:
velero.io/storage-location: default
spec:
includedNamespaces:

- demoapps

Issue the following command to back up the MySQL application.

oc apply -f demoapps-backup-csi.yaml

The following command will list all the backups.

[ocpusr@dminws-c2]$oc get backups -n openshift-adp
NAME AGE

demoapps-backup-csi 68s

When the Velero backup is initiated, you can run the oc describe backup
demoapps-backup-csi command to show the progress of the Velero backup.
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Verify the VolumeSnapshots and VolumeSnapshotContent created during the backup

J[ocpusr@dminws-c2]Soc describe backup demoapps-backup-csi|

Name demoapps-backup-csi
Namespace: ocpenshift-adp
Labels: velero.io/storage-location=velero-ocp-hcpes-1

Annotations: wvelero.io/source-cluster-kBs-gitversion: v1.21.6+bd4b4813
velero.io/source-cluster-kBs-major-version: 1
velero.io/source-cluster-k8s-minor-version: 21

API Version: wvelero.io/vl

Kind: Backup

Metadata:

Creation Timestamp: 2022-04-21T22:47:08Z

Manager: | velero-server |
Operation: Update
Time: 2022-04-21T22:47:538
Resource Version: 98000975
UID: 497dcaeel-208e~-4dceb-add6-c8244d28T761E5
Spec:

Default Volumes To Restic: false
Included Namespaces:

ﬁﬂmappq
Storage Location: velero-ocp-hcpcs-1 |
TELl: T720h0m0s

Volume Snapshot Locations: |
velero-ocp-hepcs-1

Status:
Completion Timestamp: 2022-04-21T22:47:48Z
Expiration: 2022-05-21T22:47:08Z
Format Version: 1.0 =
| Phase: Completed |
Frogress:
Items Backed Up: 58
Total Items: 58
Start Timestamp: 2022-04-21T22:47:082
Version: 1
Warnings: 1
Events: <none>

Verify the VolumeSnapshots and VolumeSnapshotContent created during the

backup

Because we are using Hitachi HSPC which supports CSI snapshots, the backup CR creates

backup files for Kubernetes resources and internal images on the S3 object storage, and
creates snapshots for the persistent volumes (PVs). The CSI snapshot controller binds
VolumeSnapshot and VolumeSnapshotContent objects.

The following procedure can trace all the VolumeSnapshots and
VolumeSnapshotContent back to the Hitachi VSP storage system.

Procedure

1.

Run the oc get volumesnapshots -n demoapps command to list the
volumesnapshots created during the backup process. In the output below we can see
the MySQL PVC, the name of the volume snapshot, the volume snapshot class, and the
associated volume snapshot content name.

li[o:pus:&dmiw:—:?lim: get wolumesnapshots -0 damoapps
HAME READYTTOO

HAMESPACE SE SOURCEFVC SOIFRCESHAPSHOTCONTENT FESTORESIZE
SHARGHOTCLASS _  SHAPSHOTCONTENT CRENTIONTIME  AGE

demcapps | velero-data-sysql-dess-0-nlfzh | true !d.!ta—my:ql—dem-_ﬂ | E1ami
Tolime-snaprhot=clazz-cri=HEpc EmapContent=0898103a=daac=41T0=aeSa=T2T103T2arey Bh 2m3Iis

[copusTREninws-c2T5
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Verify the VolumeSnapshots and VolumeSnapshotContent created during the backup

The following command shows additional details of the volume snapshot. We can see
the label corresponding to the name of the backup demoapps-backup-csi and the
MySQL PVC called data-mysql-demo-0

[ocpusr@dminws-c2]Soc pshot velers-data-my

Name : [welerc= difaﬂﬂys&l—ﬂﬂmo—ﬁ"ﬁlebT B
Hamespace: demoapps

Labals: velero.io/backup-name=demcapps-backup-csi |

Annotations: <none>
API Versicon: snapshot.storage.kB8s.io/fvl

[Kind: Volumesnapshot |

Metadata:
Creation Timestamp: 2022-04-21T22:47:37Z
Finalizers:

snapshot . storage. kubernetes.io/volumesnapshot-as-source-protection
snapshot. storage. kubernetes.io/volumesnapshot-bound-protection
Generate Name: welero-data-mysgl-demo-0-
Generation: 1
Managed Fields:
API Version: snapshot.storage.k8s.io/vibetal
Fields Type: FieldsVl

Manager: velero-plugin-for-csi
Cperation: Update
Time: 2022-04-21T22:47:372

API Version: snapshot.storage.kfs.io/vl
Fields Type: Fieldsvl

fieldsVl:
Manager: snapshot-controller
Cperation: Update
Time: 2022-04-21T22:47: 462
Resource Version: 98000884
UID: 0E%8103a-daac-41f0-aa5a-72710372af£f0
sSpac:
Source:

[Persistent Volume Claim Name: data-myscl-demo-0

volume Snapshot Class Name:  volume-snapshot-clasa-csi-hspc

Status:
[Bound Volume Snapshot Content Name: snapcontent-0698l03a-daac-41f0-aesa-7127l0372aft]
Creation Time: 2022-04-21T14:44:592
Ready To Use: truea
Restore Size: 512Mi

Run the oc get volumesnapshotcontent command to list the volume snapshot
contents. On the list we can identify the volume snapshot associated with the volume
snapshot described previously. Also, we can see the Hitachi HSPC CSI driver
associated with this volume.

Eu:pusr&chni‘nu.-l-czﬁm: get velumesnapshotcontent -

HAME " READYTOUSE RESTORESIZE DELETICHPOLICY DRIVER
VOLUMESKAPSHOTCLASS VOLUMESHAPSHOT AGE

[EnApeoREent-059810 18- AAAE- N T£0-2854-T2T1037TIa1F0 | trus 536970912  Delete hspe.csi.hitachi.con
voluse-snapahot-class- haps velero-dara-mysql-demo-0-nlizh 2m54s = =
focpusrBdminws-c2i 5

If we use the describe command, we can see more details for the volume snapshot
content and trace back to the Hitachi VSP LDEV created.
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Explore the Hitachi Content Platform for cloud scale S3 object store

[ocpuscidminwa-c2ioc describe volumesnapshotcontent snapcnntent—ﬂssalnla—daar_‘—urﬂ—aesa-?zhn:?zarml

Hami : snapeonbent=0898103a=daar=41[0=aeSa=T2T10372al [0
HameSpace :
Labals: velaro. io/backup-name=demoapps-backup-csi

Annotations: snapshot.storage.kubernetes.io/deletion-secret-nama: secret-vsp-113
snapshot.storage. kubernetes.io/deletion-secret-namespace: test
API Version: sSnapshot.stOrage.kis.io/vl
Kind: VolumesnapshotContent
Matadata:
Creation Timestamp: 2022-04-21T22:47:37Z
Finalizers:
snapshot .storage. kubernates. losvelumesnapshotcontent-bound-protection
Genaration: 1
Managed Fields:
API Version: snapshot.storage.kis.iofvl
Fialds Type: Fieldsvl

Manager: snapshot-controller
cperation: Update
Time: 2022-04-21T22:47:372

API Version: snapshot.storage.kfis.io/wl
Fields Type: Fialdavl

Manager: csi-snapshotter
oparation: Update
Time: 2022=-04-21T22:47:462
API Version: snapshot.storage.kfa.io/vilbetal
Manager: velero-plugin-for-cai
oOperacion: Update
Time: 2022-04=-21T22:47:472
Rescurce Version: 58000881
UID: S50d16eSe=-3ed3-422b=-5441-e590782a05cs
Spect

Deletion Policy: Delete

[Driver: h=pc.csi hitachi.com |
(Volume Hapdle: 60060ef0083c500000509co00000e27a-—apc-ailalsaile

Valume Spapashot Class Mame: wvolume-snapshot-class-cai-hape

Voluse Spapshot Ref:

AFI Version: snapshot. storage. kés.io/vl
Kind: VolumaSnapshot
Hame: velero-data-mysgl-demo-0-nlfzh
Hamespace demoappa
Beszource Version: 98000710
UID: 0698103a-daac-4110-ae5a-T2710372aL L0
Status:
Creation Time: 16505522 99000000000
Ready To Use: trus
Rastore Size: 536870312 — — :
Snapshot Handle: 60060eB0082c5000005095000006ddT-—spc-B6acio3did |
Ventss <Hones 4 ;

5. Open Storage Navigator and connect to the VSP storage system.

6. In the left pane expand Pools, and then click on Pool #1 which is the one specified in
the sc-vsp-113 StorageClass.

7. Click on Virtual Volumes. You will see container volumes; LDEV spc-e80a75a836
corresponds to the MySQL volume and LDEV spc-86ac993d0d corresponds to the
snapshot.

Explorer ueP_Soluthons_Pool 1{1)

Pool Volumes | Virtual Volumes 1T Root Volumes

Capagity

Ermulation
LOEV Nama Statuy
Tye= Totsl 14
T vpcralisTIa036 @ ticernal OofH-v CVE 0.30 GB
pe-BEncaiIaia G Hesmal CHEN-v WS 0.50 G

g I T e T D L . LR A

Explore the Hitachi Content Platform for cloud scale S3 object store

Follow this procedure to explore the data on the HCP CS S3 bucket.
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Delete the MySQL application from OCP cluster

Procedure

1.

Open a web browser, navigate to your Hitachi Content Platform for cloud scale web

interface, and log in.

Browse the contents of your bucket, locate the ocp-eng-velero-target folder, and open it.

You will see the contents of all the Kubernetes objects that were backed up during the

Velero backup, with the exception of the PVs and their data.

HITAEHI | 53 Console

£ iucp-eng-ve[eru-target

cp-engvelero-target M velera f backups

! demioapps-backup-csi J

Propert
Browse Crverview Properties

[] show deleted objects

Delete the MySQL application from OCP cluster

] an

Name Size
O O demoapps-backup-csi-csi-volumesnapshotcont 7798
O [ demoapps-backup-csi-csi-volumesnapshots.jso. S80 B
[0 [ demoapps-backup-csi-logs.gz 10.07 KB
O O demoapps-backup-csi-podvolumebackupsjson... 298
O [ demoapps-backup-csi-resource-list.json.gz 740 B
[0 [ demoapps-backup-csi-volumesnapshots json.gz 29 B
O O demoapps-backup-csitar.gz 178.45 KB
O 0O velero-backupjson 2.55 KB

Modified

04/2172022 15:47:50
04/2172022 15:47.53
0472172022 15:47:48
04r2172022 15:47:51
04/21/2022 15:47:52
04/2172022 15:47:52
0472172022 15:47.50

0472172022 15:47:49

Follow this procedure to delete MySQL application and its persistent volume.

Procedure

1. Log in to your OCP cluster from your Linux workstation.

2. Runthe helm delete mysgl-demo -n demoapps command to remove the MySQL

application.

[cHpusr@dminwa-c2iShelm 1ist -n cemoapps

HRAME HAMESPACE FEVISION UFDATED
APF VERSION

mysql-deno demoapps 1

8.0.28

{ocpuar@dminws-c2] §helm delete my}l_q_l_—{_j!an_n- :n___@q._apﬁa_'!

release “mysgl-demc™ UniAStaITen"
[GepuSTidminws-c2]s5

[ocpusridminwa-c2]§helm 1ist -n demoapps
HANT HAMESPALCE REVISTON
[ocpuarddminwa-c2]§

UPDATED STATUS

[ocousr@dminws-c2] Soc get all -n democappa
Fo resources found In descapps Hamespace.

STRTUS

2022-04-21 15:16:33.06346177 0700 PDT deployed

APP VERSTOM

3. When the application is removed, delete PVCs and PVs from the cluster.
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Restore the MySQL application using the Velero operator

Tocpusré@dninws-c2] §oc get pvc -n demoapps
HAME

STATUS VOL'ME CREACITY ACCESS MODES STORAGECLASS
data-mysql-demo-0 Bound pec-d3997258 - fedT -4 Eke- 803 -coc2bb 949540 512Mi RWO sc-vap-113
[ocpusr@dninws-c2]5
[ocpuar@dninwa-c2]Soc delete pve data-mysql-demo-0 -n demcappa
perristantvolmmec] 31Nt T =y S =M=~ S Teted
[oepurranifwe =215
focpusridainws-c2]150c gat pve -n demoapps
NG resciroes found I esoE P ame Space,

[oepusrddninwe=c2]5

[ocpusr@dminws-ci] foc_delete pv pve-diss7256-IbdT-46de-0b3L-coo2bbigesdib
perslstentvolime "pVC-0399 1250 =Ihd T~ E0E=-g0aT ~Cori DD i 9540 Oe leted

Restore the MySQL application using the Velero operator

Follow this procedure to restore an application from backup.

Procedure

1.

Run the velero backup get command to list the backups in the Velero database.

You can see the backups of the MySQL application that you took previously.

[ocpusr@dminws-c2] Soc get backups
NAME AGE

demoapps-backup-csi 53m

Create a restore custom resource (CR).

The following is an example of restore CR used to restore MySQL from demoapps-
backup-csi backup:

cat demoapps-restore-csi.yaml

apiVersion: velero.io/vl
kind: Restore
metadata:
namespace: openshift-adp
name: demoapps-restore-csi
spec:
backupName: demoapps-backup-csi
includedNamespaces:

- demoapps

Run the following command to begin the restore of the MySQL application and its
associated PVs and data:

oc apply -f demoapps-restore-csi.yaml

The following command lists the restores:

[ocpusr@dminws-c2]$oc get restores
NAME AGE

demoapps-restore-csi 5s

After the Velero restore is submitted, run the oc describe restore demoapps-
restore-csi command to view the progress of the restore. Note that the restore will
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6.

Restore the MySQL application using the Velero operator

not show as completed until the application and all of its PVs and associated data are
restored.

[ocpusr@dminws-c2]Soc describe restore demoapps-restore-csi |

Name : demoapps-restore-csi
Namespace: openshift-adp
Labels: <none>

Annotations: <none>
API Version: velero.io/vl

Kind: Restore

Metadata:
Creation Timestamp: 2022-04-21T23:41:58%Z
Generation: (3]

Managed Fields:
API Version: velerc.io/vl
Fields Type: Fieldsvl

|Hanager: velero-server
Operation: Update
Time: 2022-04-21T23:42:032
Resource Version: 98054689
UID: deedeg75-T0el-4394-af% -fefcedef7961
Spec:

|Backup Name: demoapps-backup-csi |
Excluded Resources:
nodes
events
events.events.kB8s.io
backups.velero.1io
restores.velero.io
resticrepositories.velero.io
Included Namespaces: |

demoapps
Status:
Completion Timestamp: 2022-04-21T23:42:032
[Phase: Completed |
Progress: R
Items Restored: 41
Total Items: 41
Start Timestamp: 2022-04-21T23:41:58%2
Warnings: 5
Events: <none>

Run the following commands to view all of the MySQL components that were restored.
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Verify MySQL persistent data

[ucpusr&énim—c}] helm 1ist -n demdapps

auis I'S%_l UFDATED STATUS CHRRT
R.P'P VERSTION

wﬂﬂ demoapps 1 2022-04-21 15:16:33.06346177 -0700 FOT deployed myzql-8.8.23
tmu:rﬁmim—cl]#

[ecpusrBdmings-e2]Soc qet all -n ug;-p_qggg_]

HAME RERD AT FESTARTS  RGE

pod/my=ql-demo-0 1 Running 0 1095

HAME TYFE CLUSTER-IF EXTEFNAL-IF  PORT (5} RGE

service/mysql-demo Clusterip 172.30.29,152 <none> IIDESTCF 1093
service/myagl-demo-headless ClusterIP Hone ERORE IIESTCP 1093

HANE FEADY  AGE

statefulset.apps/mysql-demo 171 10%a

[ocpusridminus-c215
[ocpusridminws-c2]§oc get pve -n demoapps |

.............. __STATUS _WoLm® T . CAPACITY  ACCESS MODES  STOFAGECLRSE
e l_miiﬁi'—‘:dgﬁ Sl R T S R et L SIS

[o-c-pusradnlm—:z:l&s_.;_gtt e |
CAPRCITY  ACCESES MODES RECLATIM POLICY ETRTOS CLATM

erﬂac- 3Tha-4103- 92551-4““10&2535 END Dalote Bound descapps/data-mysql-

imSs

Verify MySQL persistent data

The following shows the commands used to connect to the restore MySQL DB and verify the
data that was inserted before the backup. You will see all the records created before deleting
the MySQL application.

ocpusr@dminwas-cl] oc exe L myagl-demo-0 -n demoapps —— hash
0007100008mysgl-demo=0; .-" mysg sgl-demo. dﬁemoagps.m cluster.local -uroot -p"HitachiiZ3}
mysql: [Warning] Using a password on the command 1ine interface can be insacure.

Welcome to the MySQL monitor. Commands end with ; or \g.

Your MysSQL connection id is 49

Server version: 8.0.28 Source distribution

Copyright (e} 2000, 2022, Oracle and/or its affiliates.

Oracle iz a registered trademark of Oracle Corporatiocn andfor its
affiliates. Other names may be trademarks of their respective
CWIRELS .

Type 'helpy' or '\h' for help. Type "\¢' to clear the current input statement.

nyeal>

| Database |

o ————————— e 4

|W [
| information schema |

| mysql |
| performance schema |
| sys I

e s s

5 rows in set (0.01 sec)

mysql> [us hut database
Reading Te Information for completion of table and column names
You can turn off this faa.r.um to get a gquicker startup with -A

Database changed

—g= o
e e e s T T e L el Lol
| Starias | Dascription 1 lﬂIRJ:ait_atlba ]
o e T B T o e e e e e e |
| Copying | Initial copy i3 in progreas | copy

| Exrror | Having errors im HUE pair | BSUE, BFUL, or PFUS |
| Failover | Successfully failover HUR pair | S5WS 1
| Pending | hccepted CR creation command | HA 1
| Ready I Successfully created HUR pair and the state is PAIR | FAIR I
| Split | Successfully splitted HUR pair and the state is PSUS or SSUS | PSUS or SSUS 1
| Unknown I A pair does not exist or unexpected pair state | Other than the above |
| walringPrimarysite | Waiting for primary site to finish HUR operations | HA 1
i i g o B
8 rows in set (0.00 ses)

mysql>
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Persistent volume and data protection using Velero and Hitachi HCP CS S3 — Scenatrio 2

Persistent volume and data protection using Velero and Hitachi HCP
CS S3 - Scenario 2

The following layout shows a high-level configuration of the setup to perform the backup and
restore operations between primary and secondary OCP clusters using Velero and Restic.

v

OCP Cluster (Primary) Initiate OCP Cluster (Secondary)
Backup @ Restore
== VELERO
-

OpenShift OpensShift
Container Platform Container Platform
vSphere CSI vSphere CSI
PVC PC PVC PVC PV PVC
— 83 =
—t =
= bucket E
VSAN WoL VMFS Target - Source vSAN WOL VMFS
Datastore Datastore Datastore ' Datastore Datastore Datastore
- -
— —
@. unu:bw»m: @ = «m:‘:hm«-u
n L1 P
Provi P”I[thi’l Prov I"m'i'ﬂli 1]
Hitachi VSP Hitachi V5P
Witachl Dynamic . h. HCP Hitachi Dynamic
Storage System e HE Hitachi Storage System b W
for Cloud Scale

Use the following procedures to:

Deploy a Wordpress database application with persistent volumes backed by Hitachi VSP
storage systems and using different SPBM policies.

Explore the vSphere CNS layer.

Modify the Wordpress application in the primary OCP cluster, back it up to HCP for cloud
scale, delete it, and then restore the application to a secondary OCP cluster from HCP for
cloud scale using OADP/Velero Operator and verify the data.
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Install and configure Helm utilities

The following figure shows the solution architecture with the solution to be validated.

Red Hat
OpenShift WordPress Ba";:dmr
Container Platform Services —_—
WordPress Helm Chart
‘WordPress MariaDB MariaDB
{ﬂ ) Replica Set :! Primary Secondary
et

& - il
N o W

Jbitramifwordpress fbitramifmariadb  fbitnami/mariadb
Persistent Volumes
Persistent FWD P AW P RwD PV
Volumes (Pvs) wsAN v VNES
Persistent Volume Claims
{PwiCs) AWD PUC AWD PuC AWD FUC
wEAN e VMES
( ) Storage Classes [ 5Cs) D— g.
‘. T vSphere C5l Driver = | —
wﬂ::‘m [provisioner: csivspherevmware.com) AN Defult e TR e T
s ~
.- i Comeos Cloud Native Storage | CNS)
‘Worker Node G- (1 Therl - wial
—_—
8 8
VSN Therl Ther2 SAS
[Hiftzchi Dynaim ic
FH Coreds et wal Prowiskon JHDP|
[ Storage Policy Based Management Pl
Worker Node W Storage Policies
Hitachi 5torage e
Provider for
Viware
vCenter
Storage Hittarchil Drymam b
System Prowtsion JHDF)
WEAN Datastore Wil Datastare VBAFS Datastore Foal

“Ther LRk “Ther 2585

Install and configure Helm utilities

The installation and backup process are executed in the primary cluster called jpoc2 The
following shows the master and worker nodes corresponding to this hybrid OCP cluster

(virtual and bare metal worker nodes).
[Tocpusr@dminws—cZ]f [oc get modes |

NAME S5TATUS ROLES AGE VERSION

Jpc2-master—-1 Ready master 1474 wl.22.5+a36406b
jpcz—masjer—z Ready master 1474 wl.22.54+a36406b
jpc2-master-3 Eeady master 1474 wl.22.54+a36406b
jpc2—-worker-1 Eeady worker 1474 wl.22.54+a36406b
jpc2-worker-2 Ready worker 147d vl.22.5+a36406b
jpc2Z-worker-3 Ready, SchedulingDisabled worker l4aad vl.22.5+a36406b

[ccpusr@dminws—c2]§

Reference Architecture Guide

Hitachi Storage Integrations with UCP and Red Hat OpenShift



Verify StorageClasses

Helm allows you to install complex container-based applications easily with the ability to
customize the deployment to your needs. On your Linux workstation, install the Helm binary
by following the Helm documentation for your distribution.

Add the Bitnami repository to your Helm configuration by running the following command:

helm repo add bitnami https://charts.bithami.com/bitnami

Search for the MySQL Helm chart by running the following command:

helm search repo mysgl

The following figure shows example output, showing that the Helm binary is installed properly
and the bitnami repository has been added with a MySQL Helm chart available for use.

[ocpusr@dminws-c2]$ helm search repo wordpress

NAME CHART VERSION APP VERSION DESCRIPTION

bitnami/wordpress 13.0.11 50900 WordPress is the world's most
popular blogging ...

bitnami/wordpress-intel 0.1.4 5.9,0 WordPress for Intel is the

most popular bloggin...

Verify StorageClasses

The OCP cluster used for this test is a hybrid, containing some virtual worker nodes hosted
on VMware ESXi and bare metal worker nodes. The virtual worker nodes are running on a
VMware vSphere cluster. The VMware cluster has been configured with different SPBM
policies that allow placement of the Persistent Volumes (PVs) into different types of storage
(vSAN, vVols, VMFS).

On this OCP cluster we have StorageClass using vSphere CSI provisioner, and other
StorageClasses with Hitachi HSPC CSI provisioner. To verify the defined StorageClasses
enter the command oc get sc.

For this example, we used the following three StorageClasses:
= One for the frontend Wordpress pod

* One for the primary MariaDB instance

* One for the secondary MariaDB instance

The following figure shows an example listing of StorageClasses available on the OCP
cluster.

!06ﬂu3:ﬂdminﬂs—c2IS[EE'EEE"EE______

" PROVISIONER RECLATMPOLICY  VOLUMEBINDINGMODE
cai-tesct-sc csi.vsphere.vmware .com Delece Immediace
hivtachi-vmfa-tier2-sc csi.vsphere.vmware.com Delete Immediate
hitachi-wvwvol-tierl-sc cai.vsphere. vmWwarse . com Delece Immediace
sc-vep-113 hspe.csi hictachi.com Delete Immediate
[Faan-test-sc csi.vsphers.vmware.com Delete Imeediate |
vap-hrpc-sc hspc.csi.hicachi.com Delete Immediate

locpusr@dminws-c215 [
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Customize and deploy Wordpress Helm chart with persistent storage

Customize and deploy Wordpress Helm chart with persistent storage

You can customize a Helm char deployment by downloading the chart values to a YAML file
and using that file during Helm chart installation. You can also specify the custom values for a
deployment on the command line or in a script.

First, we create a namespace (or project) with the following command:

oc new-project demovelero

The following is the command and parameters used to deploy Wordpress Helm chart:

helm install -n demovelero wordpress \

--set wordpressUsername=admin \

--set wordpressPassword=wordpress \

--set replicaCount=1 \

--set persistence.storageClass=vsan-test-sc \

--set persistence.size=200Mi \

--set mariadb.architecture=replication \

--set mariadb.primary.persistence.storageClass=hitachi-vvol-tierl-sc \
--set mariadb.primary.persistence.size=256Mi \

--set mariadb.secondary.persistence.storageClass=hitachi-vmfs-tier2-sc \
--set mariadb.secondary.persistence.size=256Mi \

bitnami/wordpress

You must modify these values to match your environment and the StorageClass(es) that are
available in your OCP cluster. The values and their corresponding impact to the Wordpress
deployment are as follows:

* wordpressUsername - Sets the admin username for the Wordpress application.
* wordpressPassword - Sets the password for the admin user in the Wordpress application.
* replicaCount - Configures the number of frontend Wordpress pods.

= persistence.storageClass - Sets the StorageClass to be used for the frontend Wordpress
pods.

* persistence.size - Sets the size of the persistent volume to be assigned to the frontend
Wordpress pods.

* mariadb.architecture - Indicates whether Helm should deploy a single backend database
(standalone, single pod) or a high-availability backend database (replication, two pods).

* mariadb.primary.persistence.storageClass - Sets the StorageClass to be used for the
primary MariaDB instance.

* mariadb.primary.persistence.size - Sets the size of the persistent volume to be assigned
to the primary MariaDB instance.

* mariadb.secondary.persistence.storageClass - Sets the StorageClass to be used for the
secondary MariaDB instance.

Set the SecurityContext in your OCP cluster according to your environment and security
requirements.
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Verify the Wordpress deployment

Execute the command and Helm will begin to deploy your Wordpress deployment to your
OCRP cluster.

The following figure shows output from Helm at the beginning of the deployment after the
install command has been issued.

You can monitor the Wordpress deployment by viewing the resources in your demoapps
namespace. Run the oc get all -n demoapps command to display the readiness of the
pods, deployment, statefulsets, and services of the Wordpress deployment.

The following figure shows an example of the output of this command for a fully running,
healthy Wordpress deployment.

[ocpusriddnimes-c2] 5{oC get all

BAME READY STATOZ RESTARTS ACGE

pod wordpress-679E4FETOh-thrhe 171 Funning | O Tos

pmi.-"..'o:'\dpr-?.?.-:-r:ar:l:\dh-prim;lry-o 1/1 Funning 0 12m

pod/wordpress-mariado-secondary-0  1/1 Running| @ 1=

HAME TIPE CLUSTER-IP EXTERNAL-IP PORT (5) i
asrvice/wordprass LoadBnlancer 172.30.155.130 <panding> E0:IL422/7CP, 443: 31943 7TCH
service/wordprass-mariadb-primary ClusterIip 172.30:152.174 SROnE> II06/TCT

service /wordpress-mariadb-secondarcy clusterIp 172.30.171.245 LROnes IT0ESTCP

HAME EEADY  UP=TO-DATE  AVAILABLE  AGE

deployment .apps/wordpress  1/1 1 1 1m

HAME DESIRED CURRENT  BEADY  AGE

replicaset.appa/wordprass=-eT9rArr79b o 1 1 12w

HAME EEADY AGE

stateful=et.apps/wordpress-asariado-primacy 151 12m

statafulset.apps/wordpress-mariadb-secondarcy 1/1 12m

[ecpusrBdninws-c21 5

Verify the Wordpress deployment

In the previous step you displayed the resources in the demovelero namespace, which
included the output of the services for Wordpress. The next step is to expose the service/
wordpress using the oc expose service/wordpress command, log in to Wordpress and
create a post that will be validated during the backup/restore process.

Procedure

1. To identify the host/port of the exposed Wordpress service, use the following command:

[ocpusrRdminws-c2]5[oc get routes
NAME HOST/PORT PATH SERVICES PORT T
wordpress wordpress-demovelero.apps. jpee .ocp.nviab.local Wordpress http |

2. Open a browser and enter the address of the Wordpress service (http), and then the
Wordpress interface should display. The following shows an example of the default
Wordpress application user interface. We can identify the Wordpress application has
been deployed in OCP cluster #2 (jpc2).
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Verify the Wordpress deployment

User's Blog! Sample Page

Hello world!

Welcome to WordPress, This is your first post, Edit or delete it, then start writing!

June 13, 2022

Create some content, for this purpose browse to the admin interface of Wordpress (/
admin), and log in using the username and password you set in the Helm installation
script.

Click the Create for your first post link.
Enter information to create a blog post, and then publish the post.

Navigate back to the default URL of the Wordpress application to verify that your post
was committed to the database. Here is an example of the new post:
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Explore backend storage resource mapping and allocations

Wy 8 User's Blog? )\-" Edit sile ) iy Howdy, ademin . q

User's Blog! Sample Page

Data Protection with Hitachi HCP
CS S3 and Red Hat OADP

June 13, 2022

Explore backend storage resource mapping and allocations

When modifying the Helm chart values for the Wordpress deployment, you provided three
different StorageClasses that mapped back to vSphere SPBM policies for persistent volume
allocation to the Wordpress and MariaDB pods.

Using the VMware vSphere Cloud Native Storage and First Class Disk (FCD) features, you
can follow the storage paths from the Kubernetes persistent volume layer to the vSphere
vSAN/Vol layer.

Verify the backend storage resources mapping and allocations

Starting at the OCP cluster layer, you can explore the PVC and corresponding PVs that were
provisioned by the Hitachi HSPC CSI driver by following this procedure.

Procedure

1. To list the PVCs created during the Wordpress Helm chart deployment, run the following
command:

oc get pvc -n demovelero

[eCpusTfaminvS -C2 | 500 SEL D
- STATUS  VoliE CAPACITY  ACCESS MODES  STORRGECIASS

data-werdprees-marisdb-prizasy - Bpund pre-TiZatiel-TTee-401 6-Ecal-1BRE1 23 LR TH Su4HE RO hisashi-Tral-Tierl-ac
data-wrrdpryss-marisib-segondary-0 Boand pyo-docéd i 4d-TAX3-412T-ad S5~ 4 Téatad FORIS 5N RO hitachi-vmfs-cierl-50
wardpress Basummad st hetdald= A bEade3h=A81 S bl TdAhacdd 2008 L ] VAR -EeSt=5E
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Back up the Wordpress application using Red Hat OADP/Velero and HSPC CSI snapshots

2. To observe details about the volume within vCenter, open a browser and then open a
vSphere web client session to the vCenter hosting the OCP cluster jpc2.

3. Highlight the vSphere cluster hosting the OCP cluster VMs and navigate to its Monitor
tab.

4. In the left pane expand Cloud Native Storage, and then click Container Volumes.

You will see container volumes provisioned to your cluster in the right pane.

-
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In the next step, we are going to display more details for one of the container volumes,
the one assigned to the primary DB.

5. Find the volume that matches your PVC ID from the previous step, and then click on the
Details icon.

This displays the details about the volume that are surfaced from OpenShift, including
the persistent volume ID, namespace, labels, and pod allocation from within the OCP
cluster.

Moo

marddd

Back up the Wordpress application using Red Hat OADP/Velero and HSPC CSI
snapshots

Follow this procedure to create and verify the status of the backup:

Procedure

1. From your Linux workstation, log in to your OCP cluster.
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Back up the Wordpress application using Red Hat OADP/Velero and HSPC CSI snapshots

Create a backup custom resource (CR). Makes sure the default volumesToRestic
parameter is set to true. The following is an example of the backup CR used to back
up the Wordpress application:

cat demowordpress-backup-restic.yaml

apiVersion: velero.io/vl
kind: Backup
metadata:
namespace: openshift-adp
name: demowordpress-backup-restic
labels:
velero.io/storage-location: default
spec:
defaultVolumesToRestic: true
includedNamespaces:

- demovelero

Issue the following command to back up the Wordpress application:

oc apply -f demowordpress-backup-restic.yaml

The following command lists all the backups.

[ocpusr@dminws-c2]$ oc get backups -n openshift-adp

NAME AGE
demoapps2-backup-restic 77m
demowordpress-backup-restic 9s

When the Velero backup is initiated, you can run the oc describe backup
demovelero-backup-restic command to show the progress of the Velero backup.

Reference Architecture Guide

Hitachi Storage Integrations with UCP and Red Hat OpenShift 62



Explore the Hitachi Content Platform for cloud scale S3 object store

[#cpusr@dminws-c2)$]oc describe backup demowordpress-backup-restic -n openshift-adp|

Name : demowordpress-backup-restic
Namespace: openshift-adp
Labels: velero.io/storage-location=velero-ocp-hcpces=1

Annctations: welero.io/source-cluster-k8s-gitversion: vl.22.5+a36406b
velero.io/source-cluster-kfs-major-version: 1
velero.io/fsource-cluster-k8s-minor-version: 22

API Version: wvelero.io/vl

Kind: Backup

Metadata:

Creation Timestamp: 2022-06-13T23:02:22%2
Generation: 8
Managed Fields:

API Version: welerc.io/vl

Fields Type: FieldsVl

fieldsvl:
Manager: velero-server
Operation: Update
Time: 2022-06-13T23:05:24Z
Resource Version: 172635747
UID: 12c52814-bBef-4%9ab-9%a82-c3c4 03526744
Spec:

| Default Volumes To Restic: true

"Ifcludﬂﬂ_ﬂEMEﬁpgces:

[storage Lecation: velero-ccp-hcepes-1 |

Tt1: 720h0m0s

Volume Snapshot Locations:
velero-ocp-hopes-1

Status:
Completion Timestamp: 2022-06-13T23:05:192
Expiration: 2022-07-13T23:02:222
Format Version: 1.1.0
[Pha_”,_ Completed |
Progress: :
Items Backed Up: 98
Total Items: 38
Start Timestamp: 2022-06-13T23:02: 22Z

Explore the Hitachi Content Platform for cloud scale S3 object store

Follow this procedure to explore the data on the HCP CS S3 bucket.

Procedure
1. Open a web browser, navigate to your Hitachi Content Platform for cloud scale web
interface, and log in.

2. Browse the contents of your bucket; for this test we are using a new bucket called the
onprem-vcf-velero-target folder and open it.

You will see the contents of all of the Kubernetes objects that were backed up during the
Velero backup, with the exception of the PVs and their data.
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Explore the Hitachi Content Platform for cloud scale S3 object store

drracH! | s3 console

< onprem-vcf-velero-target

onprem-wcf-velero-target flvelero / backups 7 demowordpress-backup-restic /

Browse Overview Properties

[[] show deleted objects

[J an

Name Size Modified
!I:l 3 demowordpress-backup-restic-csi-valumes... 29B 061372022 16:05:24
I|:| [ demowordpress-backup-restic-csi-volumes... 298 O06/13/2022 160523
iD [ demowordpress-backup-restic-logs.gz 10.91 KB 06/13/2022 16:05:20
il:l (3 demowordpress-backup-restic-podvolume., 1.33 KB 06/13/2022 16:05:22
|
1] [ demowordpress-backup-restic-resource-lis... 1.03 KB 08/13/2022 16:05:23
|
!|:| [ demowordpress-backup-restic-volumesna... 298 06/13/2022 16:05:22
i[:] % demowardpress-backup-restic.tar.gz 210.92 KB 06/13/2022 16:05:21
| P i B
| ] velero-backup.json : /13720 :05:
f[l [ welero-back 258 KB 06/13/2022 16:05:20

Browse the contents of your bucket, locate the onprem-vcf-velero-target folder, and

open it.

Navigate back to the root of your bucket and select the plugins folder.

Navigate to restic/demovelero/data, where demovelero is the name of the namespace

for the Wordpress application.

Under data you will find multiple folders with the data.

These folders correspond to the PVs that were backed up from the vSphere container

volumes taken by the Red Hat OADP/Velero and Restic.
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Explore the Hitachi Content Platform for cloud scale S3 object store

HITACHI | 53 Console

< &prem-vcf-vele ro-target

onprem-vcf-valero-targer f velero {res: c / demovelero /

Browse Overview Properties

[] show deleted objects

[ an
Name Size Maodified

[0 [ data <

OO0 [ index =

O 3 keys -

[0 [3 snapshots -

O O config 155 B 06/13/2022 16:02:49

HITACHI | 53 Console i=)
< onprem-vcf-velero-target
onprem-wef-velera-targes f velera I'E_r-.:-f.-'. de '_'-\"-_'rfefc ! da:-:_r ! _

Browse Overview Properties

[] show deleted objects Upload Object ¢35
-i:] all Dalete &% Destroy
MName Size  Modified Qwner Storage class
O Qoo STANDARD
O Do4 STANDARD
O Ooz STANDARD
O Do STANDARD
O Doa STANDARD
O O STANDARD
O Cozs STANDARD
O Oz STANDARD
O Ozs STANDARD
O [se STANDARD
Show 10w  rows )
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Delete the Wordpress application from OCP cluster

HFE?EHI | 53 console
¢ onprem-vcf-velero-target

ef-velara-targe: | velers i[restie | demevelers T data 7007

Browse Crverview Properties

[] show deleted objects
] an

MName Size Modified

‘ ] |:' 00b3d6594bae5235a79%faedb27 1ccb2c 16590662 4.02 M

[

061372022 16:02:54

Note: Do not delete or modify these objects. If you want to do so, do it
through the Velero CLI.

Delete the Wordpress application from OCP cluster

Follow this procedure to delete Wordpress application and its persistent volumes from the
primary cluster.

Procedure

1. Log in to your OCP cluster from your Linux workstation.

2. Runthe helm delete wordpress -n demovelero command to remove the
Wordpress application.

3. When the application is removed, run the oc delete project demovelero
command to remove all of the resources including PVCs and PVs from the cluster.

[ocpusr@dminws-c2) $/ helm delete wordpress
releﬁfe "wordpress" uninstalled

[ocpusr@dminws-c2]$ |oc delete project demovelero |
project.project.openshift.ioc "demovelero™ deleted

[ocpusr@dminws=c2]$ oc get all -n demovelero
Mo resources found in demovelero namespace.

[ocpusr@dminws-c2]$ oc get pve -n demovelerc
No resources found in demovelero namespace.

Note: While the restore process will be executed in a secondary OCP

cluster, there should be no need to remove the Wordpress application from
the primary OCP cluster.
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Restore the Wordpress application using the Velero operator

Restore the Wordpress application using the Velero operator

The restore process in this demo is executed in a secondary OCP cluster called jpc3. This
OCRP cluster is a hybrid (virtual and bare metal worker nodes) similar to the primary cluster,
and while the scheduling of the applications can be managed using a NodeSelector, for this
exercise the bare metal node has been marked as unschedulable to make sure the
application is scheduled/restored in any of the virtual worker nodes because these worker
nodes are the ones that can leverage vSphere CSI.

Follow this procedure to restore an application from backup in the secondary OCP cluster.

Procedure

1. Verify the bare metal worker node has been marked as unschedulable.

§ “STATUS ROLES AGE VERSION

jpc3-master-1 Ready master l4ed v1.22.5+a36406b
jpc3-master-2 Ready master 1l46d wl.22.5+a36406b
jpci-mascer-3 Ready mastcer 146d v1.22.5+836406b
ipc3-worker-1 Eeady worker l4ed wvl.22.5+a364906b
pc3-worker=2 Ready worker 1496d wl1.22.5+a36406b

jpc3i-worker-3 Ready, SchedulingDisabled worker ld6d wl1l.22.5+a36406Eb
[ocousrRdminws-c315

2. Because we are restoring the application in a new cluster, make sure that the
StorageClasses have the same name as the ones used to deploy the Wordpress
application in the primary cluster.

The following example shows StorageClasses with the same name as those from the

primary OCP cluster:

[ocpusr@dminws-c3]§ loc get sc |

M. PROVISIOHER BECLAIMPOLICY VOLUMEBINDINGMODE
csi-test-sc csi.vsphere.vmware.com Delete Immediate
jhitachi-vmfs-tierd-sc csi.vsphere.vmware.com Delete Immediate
thitachi-vvol-tierl-sc c2i.vsphere.vmware .com Delate Immediate
sc-vsp-112 (default) hspc.csl.hitachi.com Delete Immediate
sc-vsp-113 hspc.csi.hitachi.com Delete Immediate
[vEan-test-sc CE1,VIphere. ViWare . com Delete Immediate
VEp-hipc-sc RSpC.cs1.hitachi, com pelete Immediate

3. The OADP/Velero in the secondary cluster has been installed/configured with the same
S3/bucket. Verify that the secondary cluster can see the backup made from the primary
cluster. Run the velero backup get command to list the backups in the Velero
database.

You can see the backups of the MySQL application that you took previously.

[ocpusr@dminws-c3]$ oc get backups -n openshift-adp

NAME AGE
demoapps2-backup-restic 82m
demowordpress-backup-restic 4m43s

4. Verify there is no namespace with the name demovelero:

[ocpusr@dminws-c3]$ oc get project demovelero

Error from server (NotFound): namespaces "demovelero" not found

5. Create a restore custom resource (CR).
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Restore the Wordpress application using the Velero operator

The following is an example of the restore CR used to restore Wordpress from
demowordpress-backup-restic backup using Restic:

cat cat demowordpress-restore-restic.yaml
apiVersion: velero.io/vl
kind: Restore
metadata:
namespace: openshift-adp
name: demowordpress-restore-restic
spec:
backupName: demowordpress-backup-restic
includedNamespaces:

- demovelero

Run the following command to begin the restore of the MySQL application and its
associated PVs and data:

oc apply -f demowordpress-restore-restic.yaml

The following command lists the restores:

[ocpusr@dminws-c3]$ oc get restores -n openshift-adp

NAME AGE
demoapps2-restore-restic 89m
demowordpress-restore-restic 30s

After the Velero restore is submitted, run the oc describe restore
demowordpress-restore-restic command to view the progress of the restore.
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Restore the Wordpress application using the Velero operator

[ocpusr@dninws-c3)$§[ oc describe restore demowordpress-restore-restic -n openshift-adp|

Hame:
Namespace:
Labels;
Annctations:
API Version:
Kind:

openshi
<none>
<none>
W 2
Restore

demowordpress-restore-restic

ft-adp

(=¥

Metadata:
Creation Timestamp:
Generation:
Managed Fields:
API Version:
Fields Type:
fieldsvl:

el
Fie

Manager:
Oparation:
Time:
Resource Version:
UID:

Spec:

2022-06-13T23:20:212
b

ero.io/vl
1d=vl

valero-server

Update

2022=-06=-13T23:21:322

1514508599
5566f850=-00c5-4947-bf23-1e2658006083

Backup Name: | demowordpress-backup-restic |

Excluded Resources:
nodes
events

events.events.kés.io
backups.velero.io
restores.velero.io
resticrepositories.velero.io

Iiclffff:fiffiraces=
demovelaro
Status:
rﬁamplerinn_limﬂa; = -0E-13T23:21:328
Phase: completed
Progress:
Items Restored: 57
Total Items: 57
Start Timestamp: 2022-06-13T23:20: 212
Warnings: 5
Events: <none>

Note that the restore will not show as complete until the application and all of its PVs
and associated data are restored.

Run the following commands to view all of the Wordpress components that were
restored in the demovelero namespace in the secondary cluster.

[fecpusridninws-c3 s [oc get all -n Cemovelero
0 ¥ - FEADT

pod fwordpresa-610f 42T 190-thThA 7L funning O FLT]
pod/wordpreas-mariadb-primary-i 171 Bunning O Imids
pod/werdpress-mariadb-secondacy-0 i1 Aunning [x] 2mifs
TYFE CLUSTER-TIP EXTERMAL-IP BORT (5)
isewLoefuurdprus LoadBalancer 172.30.88.157 <panding> B0:31451/TCP, 443: 31195/ TCP
evice /wordpress-mariadb-primary ClusterIp 172.30.231.223 <AAn&> IIDESTCP
IuchﬁﬂNnrd.p.:ns:-mnrl&dh—aucmmry ClusterIp 172.30.128.84 <none> IMDESTCE
3 FEADY  UP=-TO=DATE  AVAILARLE  ACE
loyment.appa/wordpress 171 1 1 2ml7s
DESIRED  CURRENT READY  AGE
1 X 1 2m1T=

[replicaser. apps /wordpress-679£4££780
|

HAME BEADY  AGE
\atatefulset.appa/wordpressa-mariadh-primary 1/1 nlGa
imtatefulsat.apps/wordpress-marladb-secondary 1/1 ZmlGa

}M BOST/POAT PATH SERVICES PORT
rrmumm'mu IFILICI.N:I_
ﬁ;c.ruulu.npdmhift.xnmrnmmu wordpreas-demovelero. apps. jpcl.ocp. hvlab. local wordpress  http
UecpuarBdminwa-c315
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1.

Restore the Wordpress application using the Velero operator

Focpuarfamines-c3)5 08 gat pve -n demovelero
HRME STATUS
STORAGECLASS RGE
[daEa-wordpress-mariadb-primacy-0 Bound
thitachi-vwel-tisri-=c 2m1Ts
-Qita‘“{?.’ﬁ'{?[ed-ﬂ'MT;GUU'WC‘O[}@:Y"{' Bound
|hitachi-vmfs-tieri-sc  im3Ts

|wordpoess Bound
[wsan-test-ac dmiTs

[ocpusc@dminwa-c3) 5| oc get ptr

VOLIRME
prc-diasEbic-TITi- 4933530 -Tch53c0c9Tal
pve-icdlicdi-able-4685-56Ta~cididabhalad

pve-0l93df54-c06c-454c-b31 1-TAfb A £0 90337

HRME CAPACITY  ACCESS HODES  RECLAIM POLICY
STORAGECLASS FERSON AGE

=i S I P B R [ LB Tt e [ S T e L T 4T FWO Delate
jwordprass-marisdb-secondary-0 hitachi-vmfs-tisr2-sc 2mdls
|pvc-difaetbic-fT4-4933-b3%e-1cb53c0ciTal  256M1 WO Delete

wordpress-mariadb-prisary-0

hitachi-wol-tierl-ac 2m258

[pc-elfid S -c06c-454c-b211-T8fbd feB053T  200Mi HWD Dislate

|wEan-test-ac 2mlt=
[ocpusc@dminws-c3]§

CAPARCITY  ROCCESS MODES

F5ENT RN
TTEMi WG
200mi RN

STATUS CLAIM

Bound demovelero/data-
Bound demoveleroSdata-
Bound demovalars/wordpress

To observe details about the restored container volumes within vCenter, open a browser,
and then open a vSphere web client session to the vCenter hosting the secondary OCP

cluster jpc3.

Highlight the vSphere cluster hosting the secondary OCP cluster VMs and navigate to

its Monitor tab.

In the left pane expand Cloud Native Storage, and then click Container Volumes.

You will see the restored container volumes provisioned to your cluster in the right pane.

1] i".-‘;' =] 2 @ Nepiune-Eng-t

L] &
L] &
L] L

The following is an example of additional details of one of the restored volumes for the

primary DB.
SLETIT Monital Condigu WME
\-:E:?"- (e COnt&ner Volumes
ontaner providers  Kubemete
By
= i | WL
* n;::uwtwmlaa-lrm
P A DT G LA I LOO -
[ contanervoumes [
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Verify Wordpress persistent application data

Verify Wordpress persistent application data

Open a browser and enter the address of the Wordpress service (http) in the secondary OCP
cluster, then the Wordpress interface should display. The following shows an example of the
restored Wordpress application with the blog entry created before backup. The URL shows
the Wordpress application has been restored and is running on the OCP cluster jpc3.

L3 & A M @ || wesdpress-demereliro apps ped oo brlabaca s 4 0O &

User’s EI'-JII;!' Sample Page

Data Protection with Hitachi HCP CS S3
and Red Hat OADP

fung 13, 2022

Disaster Recovery / Replication Services for Persistent Storage

Replication services for persistent storage on Hitachi VSP storage systems can be enabled
with storage class which uses Hitachi Storage (VASA) Provider supported VMware CNS-CSI
persistent storage VMDKSs or Hitachi Replication Plug-in for Containers (HRPC) for Hitachi
CSI-managed persistent volumes.

In this guide we are demonstrating a use case for persistent volume replication with Hitachi
Replication Plug-in for Containers.

Hitachi Replication Plug-in for Containers (HRPC) provides replication data services for the
persistent volumes on Hitachi’'s VSP storage platforms. Covering use cases such as:

= Migration — Persistent volumes can be snapshotted and cloned locally or to remote
Kubernetes clusters with their own remote VSP storage system.

* Disaster Recovery — Persistent volumes can be protected against datacenter failures by
having the data replicated at extensive distances using Hitachi Universal Replicator.

* Backup — Persistent volumes can be protected with point in time snapshots locally with the
Hitachi CSI plugin (Hitachi Storage Plug-in for Containers), or they can be backed up to
remote VSP storage using HRPC.
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Requirements

Hitachi Replication Plug-in for Containers (HRPC) supports any Kubernetes cluster
configured with Hitachi Storage Plug-in for Containers; this guide covers the installation on a
Red Hat OpenShift Container Platform configured with Hitachi VSP storage. The
infrastructure for this demo is based on the Hitachi Unified Compute Platform.

For configuration details, see the Hitachi Replication Plug-in for Containers Configuration
Guide.

Requirements

Before installation, complete the following requirements:

* |nstall two Kubernetes clusters, one in the primary and the other in the secondary site. A
single Kubernetes cluster is not supported.

= Configure Hitachi Universal Replicator (HUR). For more details, see Universal Replicator
Overview.

= |nstall Hitachi Storage Plug-in for Containers in both clusters, either Kubernetes or Red
Hat OpenShift Container.

* For inter-site connectivity:

= - Hitachi Replication Plug-in for Containers in the primary site must communicate with
the Kubernetes cluster in the secondary site and vice versa.

* Hitachi Replication Plug-in for Containers in the primary site must communicate with
the storage system in the secondary site and vice versa.

* Connection between primary and secondary storage system RESP API.
* Fibre Channel or iSCSI connection is needed between primary and secondary storage

systems for data copy.

See the HRPC Configuration Guide for more details.
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Installing and Configuring Hitachi Replication Plug-in for Containers

Installing and Configuring Hitachi Replication Plug-in for Containers

For this demo we have configured two OpenShift Clusters, each configured with 3 masters
and 3 workers, and each cluster was connected to different Hitachi VSP Storage systems as
seen in the following figure.

-
Primary Site Secondary Site
HRPC €—> | HRPC
n:ng HSPC HSPC “DQ
OPENSHIFT OPENSHIFT
= =
G-t
Hitachi VSP Hitachi VSP
Storage System Storage System

|f

OCP Cluster — Primary Site OCP Cluster — Secondary Site

[ocpinstallfadminus =] 3 MMIIW oo ger modes |[ccpiratallfadmimws -]§ FURBECONTIOE [WUBECCHFIA 31 oc get modea
p20 4 STATUS ROLES MaME ETATUS ROLES 1. VERSION

¥

jpcl-mapter-1 Ready master 3id wl.21.46sb4EAR1T Jpel-nasteE=1 Ready mASLel ala Wl.2Ll. E=bAB4ELY
Ipel-manter=2 Raady masTer 524 wl.21l.6abdb48]13 jpci-master-21 Eeady master b JE- wl.21l.6+b4b4B13
Ipci-master-3  Ready master 3dd  vi.2L.4sbibaRld Jpei-master-1  Ready maszer  3ld  wl.2l,éebdb4313
jped-worker-1  Ready worker 33d  wl.2l.6=bAb4B1Y Jpel-vorker-i Eoady whTEe 3id  wi.al.6EB401D
spoi-worker-2  Resdy worker 33d wl.Zl.Gésbdb40ld ipei=workwsz=3 Ready worker 3ld  wl.2l.&sbdb4B13
Jpcd-worker-3 Ready Warker 3Zd ¥w1.21.6+b404013 Jpcd-worker-3 Eeady worker aa vi.2l.6+bAb4013
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Configure the storage systems

Configure the storage systems

Configure the storage system for replication:

Configure the storage system as described in the Hitachi Storage Plug-in for Containers
Quick Reference Guide.

Configure the remote path between primary site and secondary site storage systems. For
details, see the Hitachi Universal Replicator (HUR) User Guide.

Configure journal volumes. For details, see the Hitachi Universal Replicator (HUR) User
Guide.

Create a StorageClass in both primary and secondary sites:
* The name and fstype of the StorageClass must be the same for both sites
* The StorageClass in the primary site must point to the storage in the primary site.

* The StorageClass in the secondary site must point to the storage in the secondary site.

An example of the StorageClass (for both sites) is provided in Creating a manifest file
for Replication CR (on page 80).

Create a namespace in both primary and secondary sites. The namespace must have the
same name in both sites.

The following figure shows the remote connection configured between the two Hitachi VSP
storage systems; the first VSP is connected to the primary Kubernetes cluster, and the
second VSP is connected to the secondary Kubernetes cluster.

Explorer

Skor;

Connections (To) Coanections (From)  Quorum Disks

Configure Hitachi Replication Plug-in for Containers (HRPC)

The installation of HRPC requires to have a dedicated management workstation/VM that can
access both the primary and secondary Kubernetes clusters.

The following tasks are just a summary of installation/configuration steps, for details follow
the Hitachi Replication Plug-in for Containers Configuration Guide.
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Part I: Prepare manifest files and environment variables

Part I: Prepare manifest files and environment variables

Procedure

1.

Download and extract the installation media for HRPC into the management
workstation.

unzip hrpc <version>.zip

Get the kubeconfig file from both the primary and secondary sites.

KUBECONFIG P=/path/to/primary-kubeconfig
KUBECONFIG S=/path/to/secondary-kubeconfig

The following files are created in the later steps:

SECRET KUBECONFIG P=/path/to/primary-kubeconfig-secret.yaml
SECRET KUBECONFIG S=/path/to/secondary-kubeconfig-secret.yaml

Configure an environment variable for the secret file of the storage system.

SECRET STORAGE=/path/to/storage-secret.yaml

Copy the namespace manifest file to the management machine. This file is provided in
the media kit (hspc-replication-operator-namespace.yaml). Do not edit it.

Create a Secret manifest file with the secondary kubeconfig information to access
the secondary Kubernetes cluster from Hitachi Replication Plug-in for Containers
running in the primary Kubernetes cluster. For reference, see the remote-
kubeconfig-sample.yaml file. Here an example:

# base64 encoding
cat ${KUBECONFIG S} | base64 -w 0

vi secondary-kubeconfig-secret.yaml

apivVersion: vl

kind: Secret

metadata:
name: hspc-replication-operator-remote-kubeconfig
namespace: hspc-replication-operator-system

type: Opaque

data:

remote-kubeconfig: <base64 encoded secondary kubeconfig>

Create a Secret manifest file the with the primary kubeconfig information to access
the primary Kubernetes cluster from Hitachi Replication Plug-in for Containers running in
the secondary Kubernetes cluster. For reference, see the remote-kubeconfig-
sample.yaml file.
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Here is an example:

# base64 encoding
cat S${KUBECONFIG P} | base64 -w 0

vi primary-kubeconfig-secret.yaml

apiVersion: vl

kind: Secret

metadata:
name: hspc-replication-operator-remote-kubeconfig
namespace: hspc-replication-operator-system

type: Opaque

data:

remote-kubeconfig: <base64 encoded primary kubeconfig>

7. Create a Secret manifest file containing storage system information that enables access
by Hitachi Replication Plug-in for Containers. For reference, see the storage-
secrets-sample.yaml file. This manifest file includes information for both the
primary and secondary storage systems.

Here is an example:

vi ${SECRET_ STORAGE}

apiVersion: vl
kind: Secret
metadata:
name: hspc-replication-operator-storage-secrets
namespace: hspc-replication-operator-system
type: Opaque
stringData:
storage-secrets.yaml: |-
storages:
- serial: 40016 #Serial number, primary storage system
url: https://172.25.47.x #URL for the REST API server
user: UserPriary #User, primary storage system
password: PasswordPrimary #Password for user
journal: 1 #Journal ID HUR primary storage system
- serial: 30595 #Serial number, secondary storage system
url: https://172.25.47.y #URL for the REST API server
user: UserSecondary #User, secondary storage system
password: PasswordSecondary #Password for user

journal: 1 #Journal ID HUR secondary storage system
8. Modify the Hitachi Replication Plug-in for Containers manifest file (hspc-

replication-operator.yaml) provided in the media kit based on your requirement
to use your private repository.
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Part ll: Install the Hitachi Replication Plug-in for Containers Operator

Procedure

1. From the management workstation, login to both primary and secondary clusters:

KUBECONFIG=${KUBECONFIG P} oc login -u <admin user> -p <Password>
KUBECONFIG=${KUBECONFIG S} oc login -u <admin user> -p <Password>

2. Create Namespaces in the primary and secondary sites. Use the same manifest file in
primary and secondary sites.

KUBECONFIG=${KUBECONFIG P} oc create -f hspc-replication-operator-namespace.yaml
KUBECONFIG=${KUBECONFIG S} oc create -f hspc-replication-operator-namespace.yaml

3. Create Secrets containing kubeconfig information in primary and secondary sites. Use
the different manifest files in primary and secondary sites.

KUBECONFIG=S${KUBECONFIG P} oc create -f ${SECRET KUBECONFIG S}
KUBECONFIG=${KUBECONFIG S} oc create -f ${SECRET KUBECONFIG P}

4. Create Secrets containing storage system information in primary and secondary sites.
Use the same manifest file in primary and secondary sites.

KUBECONFIG=S${KUBECONFIG P} oc create -f ${SECRET STORAGE}
KUBECONFIG=S$ {KUBECONFIG S} oc create -f ${SECRET STORAGE}

5. Load the container (for example, docker load or podman for OpenShift)
hrpc <version>.tar and push the loaded container to your private repository.

6. Create Hitachi Replication Plug-in for Containers in primary and secondary sites. Use
the same manifest file for both the primary and secondary sites.

KUBECONFIG=${KUBECONFIG S} oc create -f hspc-replication-operator.yaml
KUBECONFIG=S${KUBECONFIG P} oc create -f hspc-replication-operator.yaml

7. Confirm that Hitachi Replication Plug-in for Containers are running in primary and
secondary sites.

Check HRPC operator in primary site:

KUBECONFIG=${KUBECONFIG P} oc get pods -n hspc-replication-operator-system

Check HRPC operator in secondary site:

KUBECONFIG=S${KUBECONFIG S} oc get pods -n hspc-replication-operator-system

[ecpinstallladninws ~]15 KUI‘I'F.C':\‘I?IG ot get pods -n hspe-replicacicon-cperator-systes
HAME EEADY ETATUS BRESTARTS AGE
hapc-replication-opsrator-controller-manager-SbSdcd 56b5-zrbnm 1/1 Running a 21h
[ccpinstallfadminws ~]15 - X =
[ecpinstall@adainwe ~]5 KUBECONFIGHS{KUBECONFIG §]] oc get pods =-n hspe-replication-cperator-system
HAME = 3 EEADY | ETATUS RESTARTE  AGE
hapo-replication-operator-controller-manager-6bToche Shd -Sdkpn i/1 Running (1] 21k
focpinstallademinws ~]5 S
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Installing a Stateful App for Replication Testing on the Primary Site

At this point, the Hitachi Replication Plug-in for Containers operator is ready and the
next steps is to install and test with a stateful app or just create a PVC and Pod that
consumes the PVC.

Installing a Stateful App for Replication Testing on the Primary Site

For this demo, we install MySQL database using Bitnami Helm chart.

Procedure

1.

First, we need to add the Bitnami repository by running the following command:
helm repo add bitnami https://charts.bithami.com/bitnami

Search for the MySQL Helm chart by running the following command:

[ocpinstall@adminws ~]$ helm search repo mysql

NAME CHART VERSION APP VERSION DESCRIPTION
bitnami/mysql 8.8.23 8.0.28 Chart to create a Highly
available MySQL cluster

Next, create a namespace for the stateful app for the demo. Use the following command
to create a namespace (project):

KUBECONFIG=${KUBECONFIG P} oc new-project demoapps

Verify storage class.

StorageClass vsp-hrpc-sc was created following the requirements for Hitachi Storage
Plug-in for Containers.

[ocpinstall@adminws ~]$ KUBECONFIG=${KUBECONFIG P} oc get sc

[ccpinstallladminws =5 ESB!CGHFIG-iIH?BI{CHFIG_F! oS get 58S YEp-RIpc-3C

MHRME FROVISICHER EECLATMPOLICY VOLIMEBINDINGMODE  ALLOWVOLUMEEXFANSICN
wap=hrpc=-sc hapc.cal.hitachi.com Delece Temsdiace [ 4351
[ecpinstallBadminws ~]% §

'
F. L]
<+
&
g

Customize and deploy MySQL Helm chart with persistent storage.

The following shows an example of the installation of MySQL on the primary site using
StorageClass vsp-hrpc-sc, database called vsp _database, and a Persistent
Volume with 5Gi of capacity.

[ocpinstall@adminws ~]$ helm install mysgl-hrpc-example \

--set secondary.replicaCount=0 \

--set global.storageClass=vsp-hrpc-sc \

--set primary.persistence.size=5Gi \

--set auth.rootPassword=Hitachil23,auth.database=vsp database \
--set secondary.replicaCount=0 \

--set primary.podSecurityContext.enabled=false \

--set primary.containerSecurityContext.enabled=false \

--set secondary.podSecurityContext.enabled=false \

--set secondary
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Installing a Stateful App for Replication Testing on the Primary Site

We can use the following commands to check the status of the MySQL pod and its
corresponding Persistent Volume.

KUBECONFIG=${KUBECONFIG P} oc get pods

[ocpinstall@adminwa ~)5 KUBECONFIG=S{KUBECONFIG P} oc get pods
HAME READY ESTATUS RESTARTS RGE
myaql-hrpc-example-0 151 Running in} 22h

KUBECONFIG=${KUBECONFIG P} oc get pvc

[espimanalifadmines -1 8 FUBECONFIG=D|MURECORFIG F) oo get pe

HAME STATTS  VOLIME CAPACITY ACCESS MODES  STORASECIASY AZE
dATA-EYSJl-hIpo-snasple- Brand pro-d2ITERLe-DRRI-teel-ae lo-2Msadd5alss  BGL FWO YEp-RIT<-BC aan

Insert test data in the MySQL database.

Once the MySQL pod is ready, a new table called replication cr statusis
created on the vsp_database database. Then a few records of test data are inserted
into this new table. The create table and insert commands are not showed here.

[ocpinstall@sdeinws -6 HUBECONFIG= (KUBECONFIG P oc exec -it] mysql-hrpc-example-0 — bash
1m1¢¢EthﬂL—hrpcv::w1:~b:Fi ‘[ _oi

10007000008y eql-hrpc-exanple-01/§ mysql -h mysgl-hrpc-example.hv-apps.swc.cluster.local -urcot -p*Hitachilzd®
mysql: [Warning] Using & password co the command line interface can be insecure.

Welcome to the MyS30L monitor. Commands end with : of \g.

Your My30L conneczion id is 25

Server versicn: B.0.18 Source distribation

Copyright (] 2000, 2032, Oracle and/or ite affiliates.

Ozacle 17 & egistered tredemack of Omecle Cotporation aadfor ita
affiliates. Other names may be tradematis of their respective
oWneEs.

Type 'Belp:' oz '\h' for Belp. Type "\a' £a clear the SuUrTent Inpat STATESSST.
mysql> show databases;

L -

| Databane I

-
|[v!¥ databaze I I
| Infor=ation_schesa |
| =yaql I

| pecformance schéesa |
| =ys 1

5 pows in pec (0,00 sec)
The following data has been inserted into the MySQL database with the purpose to test
and verify replicated PVC to the secondary site:

Eysql> ure vop_databampe;
Tatabape changed

Eysgl> SELECT * FROM replizaticn_sr_status! i

L D 0 A

| Scacus | Description | HUF_pair_state [
e 0 O 0 1
| Copyring | Initial copy is in progress | CORY

| Erzor | Having eczors in HOR paic | FSUE, FIUL, o FFOUS |
| Failover | Successfully failowers HUR pair | 35us I
| Fending | Aocepred CR creation command | HA I
| Ready | Successfully created HUR pair and the state i3 FAIR | FAIR [
| Bplit | Succeasfully splicted HUR pair and the state is F50S or 5505 | F50S oz 5505 I
| Dalowosm | A pair does mot exist or unexpected pair state | Other than the above |
| WaicingPrimarySite | Waiting for prismary site to finish HUR cparetions | HA [

g - B L L T T T et |

L! rows Lo set (0.00 sec)

o

myaql>

The next step is to replicate the Persistent Volume data-mysgl-hrpc-example-0
used by the MySQL pod to the secondary site.
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Replicating Persistent Volumes

To replicate storage volumes requires to create a Replication CustomResource (CR) object.
Once the Replication CR has been created, HRPC starts replicating the specified PVC and
triggers the creation of a PVC in the secondary site. The data in the target PVC from the
primary site is copied and protected by HUR.

Creating a manifest file for Replication CR

A Replication CR manifest file contains the name of the PVC and the StorageClass name.
The manifest file below is created to replicate the PVC data-mysqgl-hrpc-example-0
previously used by MySQL Pod.

Note: A StorageClass with the same name must exist on the secondary site
(examples below). Also, a namespace with the same name must be created on
the secondary site before creating the Replication CR.

cat hspc vl msqldb replication.yaml

apiVersion: hspc.hitachi.com/v1l
kind: Replication
metadata:
name: replication-mysgldbl
spec:
persistentVolumeClaimName: data-mysgl-hrpc-example-0

storageClassName: vsp-hrpc-sc

Here is an example of the StorageClass CR for the VSP storage on the Primary site:

cat vsp-hrpc-sc.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: vsp-hrpc-sc
annotations:
kubernetes.io/description: Hitachi Storage Plug-in for Containers
provisioner: hspc.csi.hitachi.com
reclaimPolicy: Delete
volumeBindingMode: Immediate
allowVolumeExpansion: true
parameters:
serialNumber: "40016"
poolID: "1™
portID : CL1-D,CL4-D
connectionType: fc
csi.storage.k8s.io/fstype: ext4d
csi.storage.k8s.io/node-publish-secret-name: "secret-vsp-113"

csi.storage.k8s.io/node-publish-secret-namespace: "test"
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csi.storage.k8s.io/provisioner-secret-name: "secret-vsp-113"
csi.storage.k8s.io/provisioner-secret-namespace: "test"
csi.storage.k8s.io/controller-publish-secret-name: "secret-vsp-113"
csi.storage.k8s.io/controller-publish-secret-namespace: "test"
csi.storage.k8s.io/node-stage-secret-name: "secret-vsp-113"
csi.storage.k8s.io/node-stage-secret-namespace: "test"
csi.storage.k8s.io/controller-expand-secret-name: "secret-vsp-113"

csi.storage.k8s.io/controller-expand-secret-namespace: "test"

Here is an example of the StorageClass CR for the VSP storage on the Secondary site:

cat vsp-hrpc-sc.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: vsp-hrpc-sc

annotations:

kubernetes.io/description: Hitachi Storage Plug-in for Containers

provisioner: hspc.csi.hitachi.com
reclaimPolicy: Delete
volumeBindingMode: Immediate
allowVolumeExpansion: true
parameters:

serialNumber: "30595"

poolID: "12"

portID : CL1-B,CL4-B

connectionType: fc

csi.storage.k8s.io/fstype: extd

csi.storage.k8s.io/node-publish-secret-name: "secret-vsp-112"
csi.storage.k8s.io/node-publish-secret-namespace: "test"
csi.storage.k8s.io/provisioner-secret-name: "secret-vsp-112"

csi.storage.k8s.io/provisioner-secret-namespace: "test"
csi.storage.k8s.io/controller-publish-secret-name: "secret-vsp-112"
csi.storage.k8s.io/controller-publish-secret-namespace: "test"
csi.storage.k8s.io/node-stage-secret-name: "secret-vsp-112"
csi.storage.k8s.io/node-stage-secret-namespace: "test"
csi.storage.k8s.io/controller-expand-secret-name: "secret-vsp-112"

csi.storage.k8s.io/controller-expand-secret-namespace: "test"

We can see that both StorageClasses have the same name, and each points to the
respective VSP storage in each site. As we can see in these examples, the StorageClass CR
is similar that the one used for non-replicated environment.

Creating a Replication CR object

The Replication CR object is created in the primary site, using the manifest file from previous
step. This triggers the creation of an HUR pair and initial data copy. Also, this triggers the
creation of a Replication CR object on the secondary site.
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Verifying the status of Replication CR in primary and secondary site

Use the following command to create the Replication CR:

KUBECONFIG=${KUBECONFIG P} oc create -f hspc vl msqldb_replication.yaml

Verifying the status of Replication CR in primary and secondary site

The Replication CR status is changed to Ready when the initial replication is created, and the
data protection is started. Transition to the Ready status depends on data size in target PVC
and might take some time to change.

The following commands help to verify the status of the Replication CR objects in both the
primary and secondary site.

lecpinital Isdnlm =] l_:t'll:ﬂ:ﬂrl::-#e et replicatica
(5193 s:uu:] pEs REEET SFERATICN  ASE

repl lost lon-mywsqldll RonE LAY 2in

lsepinstal lfadainmig =] E El:n:cmr:c-k_g‘g:u:l_p;_u_ﬂ:g-_;__u_:jd—e gat replicatiss
HAME (FTATON] CESIREDSTATE GFEPATION  AGK
gl cat loa-ayiglds] L Eesfim B 23

Also, we can see that a PVC data-mysgl-hrpc-example-0 has been automatically
created on the secondary site.

locpinatallfedninus ~]F FUBECONTIC: [RUBLCOMTLIC 5] oc gt pve
Fo ZTAIVE AL um.mu&::mn— asE
l:!-iu.-!vu'.-hmc-t:wll--.‘- Boand pro-LTR0el F-4all-4 0 4S-ad S -and 4 15T S a1 R wrp-hipc -8 236

On the VSP Storage systems, we can verify that UR pairs have been automatically created
as well:

UR pairs on primary storage system:

Tra e
TreaCegy for Sgrdepmy L Wity
dmremrpnl §aoioato i Vel
Urrriehl Fapliate b Haadieme L]

Dbl daf ek Sl

Fatal

% UR Palrs  Mirross  GAD Palrs  GAD Conddulen

Brine | on [BT] | pelenn a8 Peges | Cobems Bemags

oy faroups

- TG IET LIRS0

UR pairs on secondary storage system:
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Eemate Roplicatlen

Mg ASE-4T.IUT QICCRN.IOFID] v B

B by pf Pwow PrusCasr

Erewmy b Mg g [CrE.

hrrvwrre! Lagsle g Tk
ibnirarnnl Lapdinbor for Mgl ey
et el Tiwrss Chavaldi

Foaal

IC Fairs ORPalirs Mirrors  GAD Palrs

(mrveer | o [ET]  Beiece 48 Fwges Gabems Samngs

wge Fants

-}Ié':i.:i:r..f.'i.ltl.-‘:;'

The following command provides more details from the Replication CR, like storage serial
number, LDEV Name for both primary and secondary site, and it can easily be correlated with
the LDEVs seen on the UR Pairs.

KUBECONFIG=${KUBECONFIG P} oc describe replication replication-mysqldbl

[ecpinszall@adninws ~] 5| KUBECORFIO=S (RUBECONFIC P} oc describe replicstion replicaticon-mysgldbl |

Hame: replication-mysgldbl
API Varaiomr hspo.hitachi.com/vl
Find: Replication
apac:
Desired Fair State: none
Persistent Volume Claim Masme: [data-mysgl-h -8 1a-0

Replication Arcribute:
Storage Class Name:

primacy
|Fep-hrpc-ac ]

dtatus;
Current Opsration:
Operation: npons
Funninge falese

Replication Fair:

Local Serial Number: 40016
Local Storage Deavice Id: S00000040016&
Primary Volume Id: 42240
|::Iﬂr}' Volume Nickname: spc-dassbbdafs |
I EPE A
Remcte Storage Device Id: 200000030353
Becondary Volums Id: 5874
[Becendazy Volume Nickname: apc-cailifelie |
SBtatus: Foady

Checking replicated data on the Secondary Site

After the Replication CR is created and it is in “Ready” status, we can perform a split and
resync operation to check the data from the secondary site. The data copy process from the
primary site to the secondary site is stopped during the split and resync operation.

When you split a pair, write-data is no longer sent to the S-VOL and the pair is no longer
synchronized. Splitting a pair or mirror gives you a point-in-time copy of the P-VOL.

For more details about HUR operations, see Universal Replicator Overview.

Disaster Recovery Test : Splitting the Hitachi Universal Replicator pair

To split the HUR pair, from the primary site, change the status of Replication CR to perform
the split operation. This triggers HRPC to split the HUR pair.
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Confirming the replicated data

First confirm the status of the Replication CR is Ready and Operation value is none.

locpinstalifadminws ~|§ KUBECONFIG=S{FUBECCNTIG_P) oo get replication
s | DESTREDSTATE DFIRATION ALE

't 5T 3 |4 t!
replication-mysgqldbl [:45[ nane nare | 23h

Then use the command below to edit the Replication CR and change the
spec.desiredPairState to split.

KUBECONFIG=${KUBECONFIG P} oc edit replication replication-mysgldbl
apiVersion: hspo.hitachi.com/wl

kind: Replication
matadata:

|name: replicaticn-mysgldbi ]

# Bafore

spec:
desiredPairdtate: [<any state> |
persistentVolumeClaimNams: data-mysgl-hrpe-sxample-—0
replicationAteribute: primary
storagaClassName: vap-hrpo-sc

£ Afcer
apect
desiredPairState: [splic
persistentVolumeClaimbame: data-mysql-hrpc-example-0
replicationAttribute: primary
storageClassName: vap-hrpc-ac

After the edit, make sure the Replication CR status is split and the operation value is none.

locpinstallisdminws ~]§ EUDECONFIGSS (ETBECONTIG Fl oo get replication
HhME FTATUS CEAIREDSTATE CPERATIOR A&OE
seplication-myagldhl Bplit split none ik

Confirming the replicated data

To confirm the replicated data on the secondary site, we are going to deploy the same
MySQL Helm chart, but this time it will be deployed with the existing Persistent Volume that
was replicated from the primary site data-mysql-hrpc-example-0.

To accomplish this with helm chart we need to customize and indicate that MySQL needs to
be installed with an existing PVC as seen below.

[ocpinstall@jpc3-ocp-admin-ws]$ helm install mysgl-hrpc-example \
--set secondary.replicaCount=0 \

--set global.storageClass=vsp-hrpc-sc \

--set primary.persistence.size=5Gi \

--set auth.rootPassword=Hitachil23, auth.database=vsp database \
--set secondary.replicaCount=0 \

--set primary.podSecurityContext.enabled=false \

--set primary.containerSecurityContext.enabled=false \

--set secondary.podSecurityContext.enabled=false \

--set secondary.containerSecurityContext.enabled=false \

--set primary.persistence.storageClass=vsp-hrpc-sc \
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--set primary.persistence.existingClaim=data-mysgl-hrpc-example-0 \

bitnami/mysql

We can use the following commands to check the status of the MySQL pod and its
corresponding Persistent Volume on the Secondary site.

KUBECONFIG=${KUBECONFIG P} oc get pods
KUBECONFIG=${KUBECONFIG P} oc get pvc

Or directly from the console of the secondary cluster:

rnepimnnﬂpe!. vep-sdmin-wald c= ger pods
RELLY mm BESTARTS e

hr-q!. hrpe-srample-0 141 Buseing ]| © 23k

[ecpinstalldjpol-oop-sdmin-wa]§ oo get pve
HAKT FTATTS ok

CARACITY ACCESS MOLDES FTORASECLAND hEE
e e F e D Fra=i alil= ~m A3 =a T Ep-hrpe-eg
e 1e=0  Bound | EEEN e E D= Aall =4 B43-a 43 -anT [ELTTOE DS i RS B 2

The next step is to connect to the MySQL database and verify the same data that was
created from the primary site.

lecpinstallidjpel-oop-admin-wva]d oo awec -I.'r. = bash

12007 L3000 mysq l=hrpc—example=0: /§ myegl ~h -;.raqil. hq:-:-'llu-lqli hr-lwr.aw cluster.local =urcot ~p Hitachilll=
mysql: [Magning] Using a password on the ccmmand line interface can be inaecuze.

Eslcoms to the My3L sonitor. Comsands end with ; orf “g.

Your MySOL eoansstisa id is 27

Server version: 8.0.38 Scurce distribution

Copyright (o) 2000, 2013, Oracle andfor its affiliates.

Oracle is & registared trademark of Cracles Corporation andfor ite

affilistes. Orher namss may bs tradesaris of their respsctive

CETAES .

Type "halp:' or "\h' for help. Type "\&" to clear the Curreat ioput statssent.

hjﬁl.)

The following query confirms that the PVC/ MySQL database contains the same data that
was inserted on the primary site.

lecpinstallfipei-ocp-adain-wal §

mysql> show databases)

O —— +
| batabase 1
B 3
e T —
I OISATIOn 8N 1
| myagql |
| pericrmance_schena |
| wys 1

dmremrr e

5 rows in sez (0.01 sec)
aysqlr use vop_database;

Reading table information for completion of table and colu=n names
¥oui can turn off this featire o get a quicker startuep with =&

Datasbase changed
fAysqir JELILT - RGN [eplication_or_BLAtas; 1

A ——— —— -]

| Status | Description | HUR_pair_state |

A e A - B e e S B e e - o
Copying | Initial copy is im progress | coRry |
Error Baving errore in NUR pairc FIUE, FPIUL, or FEUS

I

I 1 | |
| Failover | Successfully failover HUR pair | aaws |
| Panding | Aoccepted CR oresstion command | MA |
| Ready | Successfully created HUR pair and the state is FAIR | FAIR I
| #plic | Buccessfully splitvved NUR pair and the stace is FOUS or 38U3 | FSUS or 28U8 |
| Unknown | A pair dosa mot sxist or unexpected pair state | other than thes above |
| WaitingPrimary®itve | Waiting for primsry sits to finish NUR opsratioms | Ma |
e s & =

‘I- rows in set (0.00 sea) J
mysqls
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Resynchronizing HUR pair

Now that we have confirmed the same data on the PVC on the secondary site, we can
uninstall the MySQL helm chart, the PVC will remain there since it is controlled by the
Replication CR.

helm uninstall mysgl-hrpc-example
oc get pvc

oc get pods

tecpinmsalifip=teoop-adniz-ws | §(haln wainstall mysgi-hrpe-snmmgpls |

relssss “wysglehrpo-smumple” uninstalled
fecplnatal 18 pci-oop-sdnin-wa |l halm Iist
EABNING: Febwersetes configaration file is group-resdable. This s insecure. Locwtioni /hoss/ccpdnstall/ssp-upl-instalisfeuth/babsssatfly

mar BAMLIFACT EETISTON CPTATED PTATVE CHANT  APF VERSION
lacp;uu:l:lup-::l popradmine u|m 1|

FTATUD  TOLDWE CAFACTTY  ACCESS MODES OTCAASECLASE  ASE
d-'l-u-:.-iq!l hEpe-eannpie-3  Bound gre-Lldpledi-dadl- 4345 -addF-aad fdFGTHERe  3dd EE -] vap-hipe- 62 & X

locpinstal IHpeiecopadnin-wslf oo gei poda
Ho rescurces fcund in Sescapps numespacs.
lecpinatal il ipetecop-adain-wsld

Resynchronizing HUR pair

To resync the HUR pair, from the primary site, change the status of the Replication CR to
perform the resync operation. This triggers Hitachi Replication Plug-in for Containers to
resync the HUR pair.

Make sure no Pod is using the PVC, otherwise the resync operation will not work.

KUBECONFIG=${KUBECONFIG P} oc edit replication replication-mysqgldbl

apiVersicon: hspe.hitachi.com/vl
kind: Peplicacicn
metadata:

[na=e: replication-mysgldbl]

f Bafors

spec:
desirsdPairdcate: [splic ]
poarsistentVolumeClaimName: data-mysgl-hrpo-exa=ple-0
replicaticnActribute: primary
storageClassiName: wasp-hrpc-sc

i afear
spec:
desiredPairdtate: [pair
persistentVolumeClainName: data-mysql-hrpc-exasple-0
replicatisnAceribute: primary
storageClasaName: vap-hrpe-oc

After the edit, make sure the Replication CR status is Ready and the Operation value is none.

[ocpinstallfadninse ~]§ FURECORFIGE [EUDECONFIG Pl joo get replication

BAME EFTATUA GESTREDSTATE OFERATION ARE
Li"_-plal.'lt-wn"-rlqldhl- Feady pair none ] 2t
Iu-cpmltll"l-uhl.nul =18 zmr:ﬂl:wmrm 3] oo get replication
FTATUS oEaz LRATION SEE
mgliu!snn—.zlgldhl Ready pair nens ] 24w
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Monitoring Kubernetes resources and Hitachi storage with Hitachi Storage Plug-in for Prometheus

Monitoring Kubernetes resources and Hitachi storage with Hitachi
Storage Plug-in for Prometheus

Hitachi Storage Plug-in for Prometheus enables the Kubernetes administrator to monitor the
metrics of Kubernetes resources and Hitachi storage system resources within a single tool.
Hitachi Storage Plug-in for Prometheus uses Prometheus to collect metrics and Grafana to
visualize those metrics for easy evaluation by the Kubernetes administrator. Prometheus
collects storage system metrics such as capacity, IOPS, and transfer rate in five-minute
intervals.

For additional details about configuration, follow the Hitachi Storage Plug-in for Prometheus
Quick Reference Guide.

The following diagram shows the flow of metric collection using Hitachi Storage Plug-in for
Prometheus.

Visualization and Dashboards

Dashboard Software .~
(Grafana)
T
Prometheus 9

Prometheus Push
Gateway

O

Hitachi Storage Plug-in
for Prometheus

Hitachi Storage Plug-in
for Containers

(HSPP) {HSPC)
Get Kubemetes resource information Create PVs
including PV's created by HSPC —=
=
¥ ¥
Gel capacity APl of Kubernetes or
and Red Hat OpenShift
pearmanc &
metrics
Kubernetes E)EF?EHthleT
RESTAFI ¥

Hitachi Virtual Storage Platform (VSP)

Requirements

* |nstall the Kubernetes or Red Hat OpenShift Container Platform.

* Download the Storage Plug-in for Prometheus installation media kit from the Hitachi
Support Connect Portal: https://support.hitachivantara.com/en/user/home.html. A Hitachi
login credential is required.
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Installing Hitachi Storage Plug-in for Prometheus on OpenShift Cluster

= |nstall Hitachi Storage Plug-in for Containers in Kubernetes or Red Hat OpenShift
Container Platform.

* Configure StorageClass for Hitachi Storage Plug-in for Containers in Kubernetes or Red
Hat OpenShift Container Platform.

Installing Hitachi Storage Plug-in for Prometheus on OpenShift Cluster

The installation below for this demo is executed on top of an OpenShift Cluster (version 4.8)
configured with 3 masters and 3 workers where the worker nodes are connected to Hitachi
VSP Storage.

oc get nodes

NAME STATUS ROLES AGE VERSION

jpc2-master-1 Ready master 29d v1.21.6+b4b4813
jpc2-master-2 Ready master 29d v1.21.6+b4b4813
jpc2-master-3 Ready master 29d v1.21.6+b4b4813
jpc2-worker-1 Ready worker 29d v1.21.6+b4b4813
jpc2-worker-2 Ready worker 29d v1.21.6+b4b4813
jpc2-worker-3 Ready worker 28d v1.21.6+b4b4813

Procedure

1. Download and extract the installation media.

tar zxvf storage-exporter.tar.gz

2. Load the Storage Plug-in for Prometheus image into the repository.

3. Update the exporter.yaml with the corresponding registry hostname and port for the
cluster.

4. Update the secret-sample.yaml using the info from the VSP storage: Serial
Number, Storage System APl URL, user and password.

apiVersion: vl
kind: Secret
metadata:
name: storage-exporter-secret
namespace: hspc-monitoring-system
type: Opaque
stringData:
storage-exporter.yaml: |-
storages:
- serial: 40016
url: https://172.25.47.x
user: MaintenanceUser

password: PasswordForUser

5. Create the namespace hspc-monitoring-system for Storage Plug-in for Prometheus:

oc apply -f yaml/namespace.yaml
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Installing Prometheus and Grafana

6. Create security context constraints (SCC):

oc apply -f yaml/scc-for-openshift.yaml

7. Install Storage Plug-in for Prometheus and Prometheus Pushgateway.

oc apply -f yaml/secret-sample.yaml -f yaml/exporter.yaml

Verify the storage-exporter and pushgateway are running on namespace hspc-
monitoring-system:

oc get pods

NAME READY STATUS RESTARTS AGE
pushgateway-77b85489b9-4vnzt 1/1 Running 0 5d
storage-exporter-77b644b8b7-pzhdj 1/1 Running 0 5d

Installing Prometheus and Grafana

After installing Hitachi Storage Plug-in for Prometheus, install and configure Prometheus and
Grafana. For more information, see https://prometheus.io/ and https://grafana.com/.

If you are installing Prometheus and Grafana manually, there is a couple of steps you will
need to take. Follow Hitachi Storage Plug-in for Prometheus Reference Guide.

* Connect Prometheus to Pushgateway
* |mport sample dashboard json grafana/sample.json to Grafana.

For this test and demo purpose, we are using the quick installer that comes with the Hitachi
Storage Plug-in for Prometheus package.

Procedure
1. Inthe grafana-prometheus-sample.yaml file, replace StorageClass of with your
own StorageClass.
2. (Optional) Modify the Grafana service.

The grafana-prometheus-sample.yaml file exposes Grafana as a NodePort with a
random nodeport. If you want to expose Grafana in a different way, modify the
grafana-prometheus-sample.yaml file.

3. Deploy Grafana and Prometheus.

oc apply -f yaml/grafana-prometheus-sample.yaml

Verify the Prometheus and Grafana PODs are running:

oc get pods

NAME READY STATUS RESTARTS AGE
grafana-0 1/1 Running 0 5d
prometheus-0 1/1 Running 0 5d
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Monitoring Dashboard with Hitachi Storage Plug-in for Prometheus

pushgateway-77b85489b9-4vnzt 1/1 Running 0 5d
storage-exporter-77b644b8b7-pzhdj 1/1 Running 0 5d

Make sure the four PODs are running.

4. Access Grafana.

If you use NodePort, access Grafana with <Your Node IP Address>:<Grafana Port>.
You can identify <Grafana Port> by using the following command.

oc get svc

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT (S) AGE
grafana NodePort 172.30.219.171 <none> 3000:31929/TCP 5d
prometheus NodePort 172.30.180.214 <none> 9090:31661/TCP 5d
pushgateway ClusterIP 172.30.25.210 <none> 9091/TCP 5d

If you expose the Grafana, please get endpoint by yourself. The Grafana user/password
are admin/secret.

oc expose svc/grafana
oc get routes

NAME HOST/PORT PATH
SERVICES PORT TERMINATION WILDCARD
grafana grafana-hspc-monitoring-system.apps.jpc2.ocp.hvlab.local

grafana None

Monitoring Dashboard with Hitachi Storage Plug-in for Prometheus

When using the quick installer for Grafana and Prometheus following the previous steps,
there are no additional steps to configure Prometheus as a data source since it is pre-
configured.

On the dashboards, the installer includes a dashboard for HSPC Volumes.

00 Dpashboards
oo

& Manage I Playlists @ Snapshots

> General

HSPC Volumes

The HSPC Volumes Dashboard shows metrics for Persistent Volumes such as Capacity,
Response Time, IOPS, Read/Write Transfer Rate, and Cache Hit Rate.
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Deploying a private container registry using Red Hat Quay and Hitachi HCP CS S3

These metrics can be presented by Namespace, Persistent Volume Claims VC, Storage
Class, Storage Serial Number, or Storage Pool ID.

88 General / HSPC Volumes ¢ &

Used Capacity Rate of Pool (Top 3) Volumes managed by HSPC

5

HSPC Storage Classes
38% 1

Average Response Time of Read Total Read I0PS of volume Read Transfer Rate

< g

Cache Hit Rate Average Response Time of Write Total Write 10PS of volume Write Transfer Rate

AT T

Deploying a private container registry using Red Hat Quay and Hitachi
HCP CS S3

Some environments are not allowed to have Internet connected access to public registry for
images. In other cases, having a private registry is a security practice that some customers
adopt.
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Requirements

Red Hat Quay is a distributed and highly available container image registry platform that,
when integrated with Hitachi HCP CS S3, provides a secure storage, distribution, and
governance of containers on any infrastructure. This is available as a standalone component
or running on top of OCP cluster.

Requirements

Before starting with the deployment of Red Hat Quay Operator on the OCP cluster, consider
the following:

* The OCP cluster is using OpenShift 4.5 or later.

* Ensure the OCP cluster has sufficient compute resources for Quay deployment, see Red
Hat Quay documentation for specific requirements.

* Ensure an Object Storage is available. For this demo we are using Hitachi HCP CS S3
storage.

Install Quay Operator from OperatorHub

Follow this procedure to install Quay Operator from OperatorHub.

Procedure

1. Log in to the OCP console, select OperatorHub under Operators, and then select the
Red Hat Quay Operator.
OperatorHub

e — ® ®

-

The installation page shows features and prerequisites.
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Latest version
ERE

Capability level
@ Basic Install
@ Seamless Upgrades

& Full Lifecyele

Source
Red Hat

Provider
Red Hat

Infrastructure features

Disconnected

Repository

tips iy thub comyfqua

e

Container image

registryredhatiofquayiqu
ay-operator-rhelBeshazs
6-33de3ad736le 34147

8506088255807 9afect

dE345f2a3ef25daefs7did
B2

Created at
@ aug 3 2021, 708 AM

W Ried HE

Install Quay Operator from OperatorHub

Qua x

Red Hat

rivate container

The Red Hat Quay Operator deploys and manages a preduction-ready Red Hat Qus

registry. This operator provides an opinronated installation and configuration of Red Hat Cuay All

components required, including Clar, database, and storage, are prowvided i an operator-managed fasheon

Each component may optionally be self-managed

Operator Features

wstallation of Red Hat Quay

s instance of Reds

sions PostgreS0L to support both Guay and Clair

» [Installation of Clair for container scanning and integration with Cuay

* Provisions and configures RHOCS for supported segistry object storage

= Enables and configures Quay's regestry mafronng feature

Prerequisites

By default, the Red Hat Ceay operator expects RHOCS to be installed on the cluster to prownde the

ObyectBuckerClaim API for object storage. For instrections installing and configurnng the RHOCS Opsratos

Sid the "Enabling OpenShift Contaner Storage Sumantalson

Simplified Deployment

The following example provisions a fully operator-managed deployment of Red Hat Quay, including a

S&naces necessary for production:

spivVersion: quay.redhat.com/vl
kind: QuayRegistry
matAdata:

name: my-registry

Documentation

See the official docur

ation for mong compléx deployment SCenanos

Select Install and the operator installation page appears. Select Install one more time.

After a short time, you will see the installed operator is ready for use. The operator can
be seen on the Installed Operators page as well.

Red Hat Quay
@ 3 6.4 provided by Fled Hat o

Installed operator - ready for use

View Operator Vigw installed Operators in Mamespace openshift-operators
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Configure Quay before deployment

Installed Operators

inttafied Opeeaicr:

whicads

e B st Prirees

e ¥
wriing ¥

Configure Quay before deployment

The deployment for this demo uses Hitachi VSP storage for Persistent Volumes for Quay
Progress DB and Hitachi HCP CS S3 storage for the image repository.

If there are several StorageClasses already defined on the OCP cluster, make sure to

configure one of the storage classes as default so the PVC for Quay Postgres DB can be
created there during deployment.

In this case, we are using storage class vsp-186-sc which is a storage class defined to be
used with Hitachi Storage Plug-in for Containers and Hitachi VSP storage systems.

The following command sets storage class vsp-186-sc as the default:

oc patch storageclass vsp-186-sc -p '{"metadata": {"annotations":
{"storageclass.kubernetes.io/is-default-class": "true"}}}"'
.;c:.—.;u:@duir.u:—::':t:-c get ac
HAME FROVISICHER RECLAIMPOLICY VOLTHEBINDIMGHODE ALLOWVOLUMEEXFANSION AZE
cal-EaRt-aC cai.vaphers, VEnsars . COm Daleate Immediste falss S4d
PlF-lBE—!C (default) | .'ZsFC.C!'_.E"::I.I:h.:E'_.C-:E DelsTe Immediace TIue az2d

locpusrfdminus-c0] 8

Create an S3 bucket for the repository

Follow this procedure to prepare S3 storage.

Procedure

1.

Open a web browser, navigate to your Hitachi Content Platform for cloud scale web
interface, and log in.

Browse the contents and create a bucket for the Quay repository.

The following example an onprem-ocp-quay-repo bucket that has been created for this
purpose.
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Create configuration and secret to access Hitachi HCP CS S3 store

HITACHI | 53 Console =

¢ onprem-ocp-quay-repo

Browse S Bropartiss
[ show delered abjects Create Directory Upload Object
Al
Namse Size Modified Ownier Storage class

Create configuration and secret to access Hitachi HCP CS S3 store

Create a configuration file that includes the S3 storage (URL for HCP CS), access key, secret
key to access Hitachi HCP CS S3, and bucket. Here is an example of the configuration file:

cat config hcpcs.yaml

DISTRIBUTED STORAGE CONFIG:
s3Storage:
- S3Storage
- host: tryhcpforcloudscale.hitachivantara.com
s3 access key: Hitachi HCP CS access key here
s3_secret key: Hitachi HCP CS_secret key here
s3_bucket: onprem-ocp-quay-repo
storage path: /
DISTRIBUTED STORAGE DEFAULT LOCATIONS: []
DISTRIBUTED STORAGE PREFERENCE :
- s3Storage

The following command creates secret config-bundle-secret to access S3 storage
using the information from the previous configuration file.

oc create secret generic --from-file config.yaml=./config hcpcs.yaml config-bundle-

secret

Create the Quay Registry

The next step is to create the Quay Registry; this can be done from the console or using
config files. For this demo we are using a minimum configuration with the configuration file
quayregistry hcpcs.yaml where we indicate that the object storage will be unmanaged.
For production environment or if there is a need to use an existing database, follow Red Hat
documentation. Make sure to indicate the name of the secret created in the previous step.
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Create Quay Admin User and Login to Quay EndPoint

Here is an example of the configuration file used to create a Quay Registry:

cat quayregistry hcpcs.yaml

apiVersion: quay.redhat.com/vl
kind: QuayRegistry
metadata:
name: example-registry
namespace: openshift-operators
spec:
configBundleSecret: config-bundle-secret
components:
- kind: objectstorage
managed: false
- kind: clair
managed: false
- kind: horizontalpodautoscaler
managed: false
- kind: mirror
managed: false
- kind: monitoring

managed: false

The following command is used to provision the Quay Registry:

oc apply -f quayregistry hcpcs.yaml

After a short time, the following pods for the Quay Registry will be deployed. Note that these
are the components deployed for a minimum deployment. The number of PODs might vary

depending on the type of deployment.
}::gus:adminus—cnls oc get pods

BEADY STATUS
Exanpla-:aglsbrr-quay-app-?951356556-kx19d 071 Running
xample-registry-quay-app-755785d556-venfb 1/1 Running
lexample-registry-quay-app-upgrade-nédts 0/1 Completed
lexample-registry-quay-config=-editor-5b54ca6848-4bdbe 1/1 Running
lexample-registry-quay-database-68£abT7d4 7781w 1/1 Running
lexample-registry-quay-postgres-inic-vkshd 0/1 Completed
lexample-registey=-quay=-redig=-63Tb5444cd-t9k76 1/1 Running
quay-spearater.v3.6.4=TE4776Edb5-2xgwh 1/1 Running

RESTARTE

(= =R-N==g=F=0=]

Also, we can see that a PVC was automatically created for the Quay database:

[ocpusr@dminws-cO]5 oc get pvc
HAME

RGE
23
93s
998
S3e
3mlEs
93s
Iml6s
2Th

STATUS VOLUME CAPACITY ACCESS MODES
STORAGECLASS AGE
[example-regisiry-quay-database  Bound pVe-TeTl3eb-05a0-d40i-addG-blE 2 Jelfctecd  GUGL WG
vEp-186-5C 1238m

Create Quay Admin User and Login to Quay EndPoint

The admin user to access the Quay Registry can be created from the OCP console following

this procedure.
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Test the Quay Registry

Procedure

1. In the OCP console, navigate to Operators > Installed Operators, with the appropriate
namespace/project.

2. Click on the newly installed Quay Registry, to view the details:

& example-registry

Chuay Registry cverview

Maw et Varsion
Mamauzace Config Coon Cradentiai Seret
atr Fit Rty Byt

3. Navigate to the URL of the Registry EndPoint, for example in this demo:
hhps://example-registry-quay-openshift-operators.apps.jpc0.ocp.hvlab.local/
4. Select Create Account in the Quay registry Ul to create a user account.

QQUEY  ewome ruroms

Repositories

{0 QuAY

Test the Quay Registry

Once the admin user has been created, the next step is to test the registry.

Using Podman to push images to the Quay registry

For this test we are using Podman; as seen we are connecting to the Registry EndPoint with
the admin user created in the previous step:

podman login --tls-verify=false example-registry-quay-openshift-

operators.apps.jpcO0.ocp.hvlab.local
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Verification of images on the Quay Registry Ul

[ecpusridminiwa— -:|:|15|pmnm lagin ——tls-verify=-falss example-reglstry-quay-openshift-—operators.apps.jpel.ocp.hviab, .'lnf:,n1|
Username; Uayacmin
Fassword:

Login Succesded!

For this test we are going to use the image for Hitachi Storage Plug-in for Prometheus which

has been downloaded to a local folder and Podman will be used to push the image to the

Quay registry. First, we load the image, assign a tag, and then push the image to the registry:

podman load -i storage-exporter/program/storage-exporter.tar

[ocpusr@dminws-c0) 5| podman load -1 storage-exporter/program/storage-exporter.tar |
Getting image source signatures

Ccopying blob 6366941b%a40 skipped: already exists

Copying blob e2eblédBafs2 skipped: already exists

Copying config £74fB80£354 done

Writing manifest to image destination

Storing signatures

Loaded image(s): localhost/hitachisstorage-plugin-for-promethens:vl.0.0

podman tag hitachi/storage-plugin-for-prometheus:v1.0.0 example-registry-quay-
openshift-operators.apps.jpc0.ocp.hvlab.local/quayadmin/storage-plugin-for-

prometheus:v1.0.0

Iﬂcpuarﬂﬂnﬁmws-cﬂ]ﬁ podman tag hitachlfstnrage-plugln-tnz-prametheus v1.0.0 example-reqlstry-quay-
ngqift—aperators apps.jpel.ocp.hvlab. local fquayadmin/storage-plugin-for-prometheus:vi. 0.0 :
{ocpustldminwa-co]5

{ocpusridminws-c0]Spodman_images |

REPOSITORY

TAG IMAGE ID CREATED SIZE
example-registry-quay-openshift-operators.apps. jpcl.ocp.hvlab.local fguayadmin/storage-plugin=for=-
prometheus wvl.0.0 IT74f80L325454 1 months agoe 51.9 MB

localhost /hitachi/storage=-plugin-for-prometheus

¥1.0.0 ET4LB0L35454 1 months ago 51.9 MB

[ocpusrfdminws=c0]5

podman push --tls-verify=false example-registry-quay-openshift-

operators.apps.jpcO.ocp.hvlab.local/quayadmin/storage-plugin-for-prometheus:v1.0.0

[[ocpusrédminws-c0]§ podman push --tls-verify=false example-Legistriy-guay-oOpenshift- |
loperatork . apps, ipel, ocp, hvlab, local fquayadmin/ storage-plugin-for-prometheus:vl.0.0 I
Getting image source signatures

Copying blob £366941b%ad0 done

Copying blob e2ebl6d8af82 done

Copying config f74f30£354 done

Writing manifest to image destipation

Storing signatures

[ocpusr@dminws-c0] 5

Verification of images on the Quay Registry Ul

Navigate to the URL of the Registry EndPoint with the admin account and check the image
uploaded with Podman. In this case we have the image for Hitachi Storage Plug-in for
Prometheus.

https://example-registry-quay-openshift-operators.apps.jpc0.ocp.hvlab.local/
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Verification of images on Hitachi HCP CS S3

({) QUN"" EXPLORE TUTORIAL
I Repositories

1-1ald

ACTITY

Verification of images on Hitachi HCP CS S3

To verify images on the S3 store, open a web browser, navigate to your Hitachi Content
Platform for cloud scale web interface, and log in. Then, browse the contents for the onprem-
ocp-quay-repo bucket as shown.

Hli'i:’&kl 53 Contole

onprem-ocp-gquay-repo

Browse TV Propert

Show deleted obgects Create Dwectory Upload Object

Conclusion

Hitachi Unified Compute Platform, Hitachi Virtual Storage Platform, Hitachi Content Platform
for cloud scale, Hitachi Storage Plug-ins for Containers, VMware CSI and VASA plugins, and
Red Hat OpenShift Container Platform combine to create a powerful and flexible Kubernetes
ecosystem.

This reference architecture highlights recommended approaches for using Red Hat OpenShift
in a Hitachi infrastructure environment (UCP and/or VSP) while taking advantage of various
Hitachi storage platforms and data storage integrations to achieve a highly resilient and
protected platform to deliver Kubernetes clusters and containers at scale.

Product descriptions

This section provides information about the hardware and software components used in this
solution for OpenShift on Hitachi Unified Compute Platform.

Hardware components

These are the hardware components available for Hitachi Unified Compute Platform.
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Hitachi Advanced Server DS120

Hitachi Advanced Server DS120

Optimized for performance, high density, and power efficiency in a dual-processor server,
Hitachi Advanced Server DS120 delivers a balance of compute and storage capacity. This 1U
rack-mounted server has the flexibility to power a wide range of solutions and applications.

The highly-scalable memory supports up to 3 TB using 24 slots of high-speed DDR4 memory.
Advanced Server DS120 is powered by the Intel Xeon Scalable processor family for complex
and demanding workloads. There are flexible OCP and PCle I/O expansion card options
available. This server supports up to 12 small form factor storage devices with up to 4 NVMe
drives.

This solution allows you to have a high CPU-to-storage ratio. This is ideal for balanced and
compute-heavy workloads.

Multiple CPU and storage devices are available. Contact your Hitachi Vantara sales
representative to get the latest list of options.

Hitachi Advanced Server DS120 G2

With support for two Intel Xeon Scalable processors in just 1U of rack space, the Hitachi
Advanced Server DS120 G2 delivers exceptional compute density. It provides flexible
memory and storage options to meet the needs of converged and hyperconverged
infrastructure solutions, as well as for dedicated application platforms such as internet of
things (loT) and data appliances.

The Intel Xeon Scalable processor family is optimized to address the growing demands on
today’s IT infrastructure. The server provides 32 slots for high-speed DDR4 memory, allowing
up to 4 TB memory capacity with RDIMM population (128 GB x 32) or 8 TB (512 GB x 16) of
Intel Optane Persistent Memory. DS120 G2 supports up to 12 hot-pluggable, front-side-
accessible 2.5-inch non-volatile memory express (NVMe), serial-attached SCSI (SAS), serial-
ATA (SATA) hard disk drive (HDD), or solid-state drives (SSD). The system also offers 2
onboard M.2 slots.

With these options, DS120 G2 can be flexibly configured to address both I/O performance
and capacity requirements for a wide range of applications and solutions.

Hitachi Advanced Server DS220

With a combination of two Intel Xeon Scalable processors and high storage capacity in a 2U
rack-space package, Hitachi Advanced Server DS220 delivers the storage and 1/0O to meet
the needs of converged solutions and high-performance applications in the data center.

The Intel Xeon Scalable processor family is optimized to address the growing demands on
today's IT infrastructure. The server provides 24 slots for high-speed DDR4 memory, allowing
up to 3 TB of memory per node when 128 GB DIMMs are used. This server supports up to 12
large form factor storage devices and an additional 2 small form factor storage devices.
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Hitachi Advanced Server DS220 G2

This server has three storage configuration options:

* 12 large form factor storage devices and an additional 2 small form factor storage devices
in the back of the chassis

* 16 SAS or SATA drives, 8 NVMe drives, and an additional 2 small form factor storage
devices in the back of the chassis

* 24 SFF devices and an additional 2 SFF storage devices in the back of the chassis

Hitachi Advanced Server DS220 G2

With a combination of two Intel Xeon Scalable processors and high storage capacity in a 2U
rack-space package, Hitachi Advanced Server DS220 G2 delivers the storage and 1/O to
meet the needs of converged solutions and high-performance applications in the data center.

The Intel Xeon Scalable processor family is optimized to address the growing demands on
today’s IT infrastructure. The server provides 32 slots for high-speed DDR4 memory, allowing
up to 4 TB memory capacity with RDIMM population (128 GB x 32) or 8TB (512 GB x 16)
with Intel Optane Persistent Memory population.

DS220 G2 comes in three storage configurations to allow for end user flexibility. The first
configuration supports 24 2.5-inch non-volatile memory express (NVMe) drives, the second
supports 24 2.5-inch serial-attached SCSI (SAS), serial-ATA (SATA) and up to 8 NVMe
drives, and the third supports 12 3.5-inch SAS or SATA and up to 8 NVMe drives. All the
configurations support hot-pluggable, front-side-accessible drives as well as 2 optional 2.5-
inch rear mounted drives. The DS220 G2 delivers high I/O performance and high capacity for
demanding applications and solutions.

Hitachi Advanced Server DS225

Choose Hitachi Advanced Server DS225 to ensure you have the flexibility and performance
you need to support your business-critical enterprise applications.

Advanced Server DS225 delivers compute density and efficiency to meet the needs of your
most demanding high-performance applications. It takes full advantage of the Intel Xeon
scalable processor family with up to four dual-width 300 W graphic accelerator cards, up to 3
TB memory capacity, and additional PCle 3.0 expansion slots in a 2U rack space package.

Front-side accessible storage bays supports up to eight hot-pluggable, serial-attached SCSI
(SAS) or serial-ATA (SATA) devices. These bays also support flexible configuration, which
allows Advanced Server DS225 to deliver high I/O performance and high capacity.

Hitachi Advanced Server DS240

Meet the needs of your most demanding high-performance applications with Hitachi
Advanced Server DS240. With up to four Intel Zeon Scalable Processors and up to 6 TB
memory capacity in a 2U rack-space package, this server delivers unparalleled compute
density and efficiency.

The Advanced Server DS240 architecture takes full advantage of the Intel Xeon Scalable
Processor family, including the highest performance options, to address the growing
demands of your IT infrastructure.
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Hitachi Virtual Storage Platform 5000 series

Hitachi Virtual Storage Platform 5000 series

This enterprise-class, flash array evolution storage, Hitachi Virtual Storage Platform 5000
series (VSP) has an innovative, scale-out design optimized for NVMe and storage class
memory. It achieves the following:

= Agility using NVMe: Speed, massive scaling with no performance slowdowns, intelligent
tiering, and efficiency.

* Resilience: Superior application availability and flash resilience. Your data is always
available, mitigating business risk.

» Storage simplified: Do more with less, integrate Al (artificial intelligence) and ML
(machine learning), simplify management, and save money and time with consolidation.

Hitachi Virtual Storage Platform E990

Hitachi Virtual Storage Platform E990 supercharges business application performance with
all-NVMe storage. It uses Hitachi Ops Center, so you can improve IT operations with the
latest Al and ML capabilities. Advanced data reduction in Virtual Storage Platform E990
enables you to run data reduction with even the most performance hungry applications.

The all-NVMe architecture in Virtual Storage Platform E990 delivers consistent, low-
microsecond latency to reduce latency costs for critical applications. This predictable
performance optimizes storage resources.

With Virtual Storage Platform E990 and the rest of Hitachi midrange storage family, you have
agile and automated data center technology. These systems allow you to cost-effectively
meet your current digital expectations and give you the ability to address future challenges,
as your application data needs and service levels evolve. With time-tested, proven availability
and scalability, Hitachi Vantara delivers infrastructure solutions that help you maximize your
data center advantage.

Hitachi Virtual Storage Platform F Series family

Use Hitachi Virtual Storage Platform F series family storage for a flash-powered cloud
platform for your mission critical applications. This storage meets demanding performance
and uptime business needs. Extremely scalable, its 4.8 million random read IOPS allows you
to consolidate more applications for more cost savings.

Hitachi Virtual Storage Platform F series family delivers superior all-flash performance for
business-critical applications, with continuous data availability.

Hitachi Virtual Storage Platform G series family

The Hitachi Virtual Storage Platform G series family enables the seamless automation of the
data center. It has a broad range of efficiency technologies that deliver maximum value while
making ongoing costs more predictable. You can focus on strategic projects and
consolidating more workloads while using a wide range of media choices.

The benefits start with Hitachi Storage Virtualization Operating System RF. This includes an
all new enhanced software stack that offers up to three times greater performance than our
previous midrange models, even as data scales to petabytes
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Arista Data Center switches

Hitachi Virtual Storage Platform G series offers support for containers to accelerate cloud-
native application development. Provision storage in seconds, and provide persistent data
availability, all the while being orchestrated by industry leading container platforms. Move
these workloads into an enterprise production environment seamlessly, saving money while
reducing support and management costs.

Arista Data Center switches

Arista Networks builds software-driven cloud networks for data center, cloud, and campus
environments. Arista delivers efficient, reliable and high-performance Universal Cloud
Network architectures, based on 10 GbE, 25 GbE, 40 GbE, 50 GbE, and 100 GbE platforms
delivered with an extensible operating system - Arista EOS.

* Arista 7050CX3-32S is a 1RU sized spine switch with 32 (downlink) and 4 (uplink) 100
GbE QSFP ports for multiple-rack solutions. Each QSFP port supports a choice of five
speeds, with flexible configuration between 100 GbE, 40 GbE, 4 x 10 GbE, 4 x 25 GbE, or
2 x 50 GbE modes.

* Avrista 7050SX3-48YC8 is a 1RU sized switch with 48 x 25 GbE SFP and 8 x 100 GbE
QSFP ports. The high density SFP ports can be configured in groups of 4 to run either at
25 GbE or a mix of 10 GbE/1 GbE speeds. The QSFP ports allow 100 GbE or 40 GbE
high speed network uplinks.

* Arista 7010T is a 1RU sized, 48-port 1 GbE management switch for single-rack and
multiple-rack solutions.

Cisco Nexus switches

The Cisco Nexus switch product line provides a series of solutions that make it easier to
connect and manage disparate data center resources with software-defined networking
(SDN). Leveraging the Cisco Unified Fabric, which unifies storage, data and networking
(Ethernet/IP) services, the Nexus switches create an open, programmable network
foundation built to support a virtualized data center environment.

Brocade switches from Broadcom

Brocade and Hitachi Vantara have partnered to deliver storage networking and data center
solutions. These solutions reduce complexity and cost, as well as enable virtualization and
cloud computing to increase business agility.

Brocade Fibre Channel switches deliver industry-leading performance, simplifying scale-out
network architectures. Get the high-performance, availability, and ease of management you
need for a solid foundation to grow the storage network you want.

Software components

These are the software components used in this reference architecture.
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Hitachi Storage Virtualization Operating System RF

Hitachi Storage Virtualization Operating System RF

Hitachi Storage Virtualization Operating System RF powers the Hitachi Virtual Storage
Platform (VSP) family. It integrates storage system software to provide system element
management and advanced storage system functions. Used across multiple platforms,
Storage Virtualization Operating System includes storage virtualization, thin provisioning,
storage service level controls, dynamic provisioning, and performance instrumentation.

Flash performance is optimized with a patented flash-aware 1/O stack, which accelerates data
access. Adaptive inline data reduction increases storage efficiency while enabling a balance
of data efficiency and application performance. Industry-leading storage virtualization allows
SVOS RF to use third-party all-flash and hybrid arrays as storage capacity, consolidating
resources for a higher ROl and providing a high-speed front end to slower, less-predictable
arrays.

Hitachi Unified Compute Platform Advisor

Hitachi Unified Compute Platform Advisor (UCP Advisor) is a comprehensive cloud
infrastructure management and automation software that enables IT agility and simplifies day
0-N operations for edge, core, and cloud environments. The fourth-generation UCP Advisor
accelerates application deployment and drastically simplifies converged and hyperconverged
infrastructure deployment, configuration, life cycle management, and ongoing operations with
advanced policy-based automation and orchestration for private and hybrid cloud
environments.

The centralized management plane enables remote, federated management for the entire
portfolio of converged, hyperconverged, and storage data center infrastructure solutions to
improve operational efficiency and reduce management complexity. Its intelligent automation
services accelerate infrastructure deployment and configuration, significantly minimizing
deployment risk and reducing provisioning time and complexity, automating hundreds of
mandatory tasks.

Hitachi Storage Provider for VMware vCenter

When you want to support policy-based automation and improve operational insight into the
storage or converged platform hosting that environment, use Hitachi Storage Provider for
VMware vCenter. This allows a unique implementation of VMware vSphere API for Storage
Awareness (VASA), supporting traditional-based datastores (VMFS and NFS) and VMware
vVols-based datastores.

Hitachi Storage Provider for VMware vCenter, as part of the infrastructure, communicates
with VMware vCenter to indicate storage capabilities and state information. It supports policy-
based management, operations management, and resource scheduling functionality.

Hitachi Content Platform for cloud scale

Hitachi Content Platform for cloud scale (HCP for cloud scale) is a software-defined object
storage solution that is based on a massively parallel microservice architecture, and is
compatible with the Amazon S3 application programming interface (API). HCP for cloud scale
is well suited to service applications requiring high bandwidth and compatibility with Amazon
S3 APlIs.
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Hitachi Storage Plug-in for Containers

Hitachi Storage Plug-in for Containers

Hitachi Storage Plug-in for Containers (HSPC) provides connectivity between Docker,
Kubernetes, or Kubernetes Container Storage Interface (CSl) containers and Hitachi Virtual
Storage Platform 5000 series, G series, and F series systems. With the compatibility plug-in,
your organization can deliver shared storage for containers that persists beyond the timeline
of a single container host.

Hitachi Replication Plug-in for Containers

Hitachi Replication Plug-in for Containers (HRPC) automates storage replication between two
different Kubernetes clusters and storage systems located at different sites. This enables
your organization to take a self-service approach when creating replications using the
Kubernetes command-line tool, kubectl or oc.

Hitachi Storage Plug-in for Prometheus

Hitachi Storage Plug-in for Prometheus (HSPP) enables Kubernetes administrators to
monitor the metrics of Kubernetes resources and Hitachi storage system resources within a
single tool.

Red Hat OpenShift

Red Hat Enterprise Linux High Availability Add-On allows a service to fail over from 1 node to
another with no apparent interruption to cluster clients, evicting faulty nodes during transfer to
prevent data corruption. This Add-On can be configured for most applications (both off-the-
shelf and custom) and virtual guests, supporting up to 16 nodes. The High Availability Add-
On features a cluster manager, lock management, fencing, command-line cluster
configuration, and a Conga administration tool.

Red Hat Enterprise Linux

Using the stability and flexibility of Red Hat Enterprise Linux, reallocate your resources
towards meeting the next challenges instead of maintaining the status quo. Deliver
meaningful business results by providing exceptional reliability on military-grade security. Use
Enterprise Linux to tailor your infrastructure as markets shift and technologies evolve.

VMware vSphere

VMware vSphere is a virtualization platform that provides a datacenter infrastructure. It helps
you get the best performance, availability, and efficiency from your infrastructure and
applications. Virtualize applications with confidence using consistent management.
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VMware vSphere

VMware vSphere has the following components:

VMware vSphere ESXi

This hypervisor loads directly on a physical server. ESXi provides a robust, high-
performance virtualization layer that abstracts server hardware resources and makes
them shareable by multiple virtual machines.

VMware vCenter Server

This management software provides a centralized platform for managing your VMware
vSphere environments so you can automate and deliver a virtual infrastructure with
confidence:

VMware vSphere vMotion

VMware vSphere Storage vMotion

VMware vSphere Distributed Resource Scheduler
VMware vSphere High Availability

VMware vSphere Fault Tolerance
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